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Introduction
Lawmakers and courts in the U.S. and abroad are struggling to
design an appropriate mechanism for Internet service provider (ISP)1
liability for third-party copyright infringement. Slowly, countries
including the United States and Germany have adopted national
legislation to address how parties interact procedurally once
infringement is alleged. Unresolved, however, is the difficult issue of
how copyright owners and ISPs will interact procedurally when
infringement crosses national borders and challenges potentially
divergent copyright laws. A natural tension arises between copyright
owners' fear of unauthorized dissemination of their works across the
globe, and ISPs' desires to avoid drowning in a sea of inconsistent
legal standards as they are hauled into foreign courts.
There is no question that copyright owners have a legitimate
concern about online copyright infringement The unique nature of
digital data transmissions allows infringers to disseminate vast
quantities of material quickly and with a negligible chance of being
caught The Internet presents unique challenges to copyright owners
seeking to identify infringing international parties.4 Locating a
financially solvent ISP to end further infringement and impose
liability can be the easiest and most obvious route for a copyright
owner. With technical ability to close subscriber accounts, ISPs need
to share with copyright owners the responsibility of curtailing and
preventing infringement. Creating unified substantive international
copyright law remains an impracticable solution to the mounting

1. The term "Internet service provider," (ISP), is distinguished from "online service
provider," (OSP), as far as the breadth of service provided. "Online service" encompasses
any connectivity to online mediums, including, but not limited to the Internet. A
discussion of potential liability for copyright infringement in online mediums necessarily
includes ISPs, and the most appropriate, terminology for Internet intermediaries is "ISP."
See TechWeb's TechEncyclopedia, (visited April 1, 1999) <http://www.techweb.com/

encyclopedia/defineterm?term=onlineservices>.
2. See Federal News Service, Hearing of the Courts and Intellectual Property
Subcommittee of the House Judiciary Committee: Copyright Legislation, Sept. 16, (1997);
Federal News Service, Hearing of the Courts and IntellectualProperty Subcommittee of the

House Judiciary Committee: Copyright Legislation, Sept. 17, (1997)

[collectively

hereinafter Hearings].

3. See Jayashri Srikantiah, The Response of Copyright to the Enforcement Strain of
Inexpensive Copying Technology, 71 N.Y.U. L. REV. 1634, 1647-48 (1996).
4. See Jonathan I. Edelstein, Anonymity and International Law Enforcement in
Cyberspace, 7 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 231,236-238 (1996).
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problem of global scale infringement A practical solution, however,
lies in creating international procedural guidelines providing
copyright owners with a workable means of guarding their rights.
Procedurally, a copyright holder, ISP, and alleged infringer must be
provided with a framework that alleviates the difficulties of resolving
differing copyright law.
This article provides a comparative study of ISP liability for
third-party copyright infringement in the U.S., U.K., France,
Germany and the EU, followed by a proposed set of procedural
guidelines to create an international notice and take-down standard
for all ISPs. The proposal includes, in its broadest terms: 1) a practical
way for copyright owners and alleged infringers to contact a service
provider, 2) a presumption that, by designating an agent to receive
notice of infringement, the service provider concedes jurisdiction over
the matter in the state of its residence, 3) a provision for expeditious
removal of, or disabling access to, allegedly infringing material, and,
4) a provision for restoring, where applicable, access to allegedly
infringing material.

5. See Andreas P. Reindl, Choosing Law in Cyberspace: Copyright Conflicts on
Global Networks, 19 MICH. J. OF INT'L L. 799, 853, 859 (1998) (Copyright choice of law
regimes should be rights-holder friendly, allowing the copyright holder to enjoy the
benefits of the laws under which he contracted, retaining the sovereignty and
enforceability of local copyright laws designed to protect the unique interests of local
residents. The rights holder's interests must also be balanced against the foreseeability of a
defendant facing liability under the laws in any given geographical region. In fairness to
the defendant, and to facilitate choice of law for both courts and potential plaintiffs, the
author advocates a flexible country of origin conflicts regime under which the substantive
copyright law of the user's location would apply primarily to their acts of infringement.
The flexible choice of law regime must then be balanced against hardship to the plaintiff
by litigating in the defendant's forum, favoring the plaintiff where the defendant's use is
commercial, versus private. Where an online service provider plays a primarily passive
role in storing or transmitting data, this supports the conclusion that the choice of law
should originate in the country where the end user committed acts of infringement.
Otherwise, the global nature of digital data transmissions and the necessary functioning of
online service providers could subject an ISP to numerous, widely varying rules of law on
an international scale.) See also Susan A. Mort, The WTO, WIPO, & the Internet:
Confounding the' Boarders of Copyright and Neighboring Rights, 8 FORDHAM INTELL.
PROP. MEDIA & ENT. L.J. 173 (1997) (As broad as the efforts of the World Intellectual
Property Organization (WIPO) and World Trade Organization (WTO) have been, they
are still far from satisfying global copyright interests. Namely, they fall short in the areas
of enforcement, dispute settlement, ISP liability, fair use, exhaustion of rights, place of
publication, and the definition of a copy.); text accompanying infra notes 98-99, (discussing
the EU's proposal to enforce copyrights while retaining the sovereignty of individual laws
of member countries).
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I
U.S. Legal Treatment Of ISP Liability For Third-Party
Copyright Infringement
A.

Copyright Basics

The Constitution authorizes Congress to establish a legislative
scheme "to promote Science and the useful Arts, by securing for
limited Times to Authors ... the exclusive right to their...
writings.... 6 In response, Congress enacted the Copyright Act of
1909, which it later replaced with the Copyright Act of 1976 (the
"Copyright Act"). 7 The Copyright Act governs original works of
authorship that are fixed in a tangible medium of expression. While
the standard for originality is low, facts and ideas may not be
copyrighted.8 For copyrightable works, the owner has the following
exclusive rights:
(1) to reproduce the copyrighted work in copies or
phonorecords;
(2) to prepare derivative works based upon the copyrighted
work;
(3) to distribute copies or phonorecords of the copyrighted work
to the public by sale or other transfer of ownership, or by rental,
lease, or lending;
(4) in the case of literary, musical, dramatic, and choreographic
works, pantomimes, and motion pictures and other audiovisual
works, to perform the copyrighted work publicly;
(5) in the case of literary, musical, dramatic, and choreographic
6. See U.S. CONST. art. 1, § 8, cl.
8. See also, Lilli Hsieh and Jennifer M. McCarthy
and Elizabeth Monkus, Intellectual; Property Crimes, 35 AM. CRIM. L. REV. 899, 914
(1998); United States Copyright Office Library of Congress, (visited Apr. 1, 1999)
<http://Icweb.loc.gov/copyright/>.
7. 17 U.S.C. § 101 et seq. (1994). A 1978 Report of the National Commission on
New Technological Uses of Copyrighted Works (CONTU) led Congress to further amend
the Act in 1980 to include computer programs. See generally Joseph G. Arsenault,
Comments: Software Without Source Code: Can Software Produced by a Computer Aided
Software Engineering Tool be Protected?, 5 ALB. L.J. SCI. & TECH. 131 (1994); Robert
A. Gorman, Commentary: Comments on a Manifesto Concerning the Legal Protection of
Computer Programs,5 ALB. L.J. SCI. & TECH. 277 (1996).
8. See Feist Publications, Inc. v. Rural Tel. Serv. Co., 499 U.S. 340, 340, 349-50
(1991) ("The primary objective of copyright is not to reward the labor of authors, but '[t]o
promote the Progress of Science and the useful Arts.' To this end, copyright assures
authors the right to their original expression, but encourages others to build freely upon
the ideas and information conveyed by the work.") (citations omitted).
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works, pantomimes, and pictorial, graphic, or sculptural works,
including the individual images of a motion picture or other
audiovisual work, to display the copyrighted work publicly; and
(6) in the case of sound recordings, to perform the copyrighted
work publicly by means of a digital audio transmission. 9
The exclusive rights are subject to numerous restrictions. First, in
the case of works created after January 1, 1978, copyright protection
is limited to the life of the author plus 70 years. 0 For anonymous and
pseudonymous and works made for hire, the term is limited to 95
years from the first year of publication or 120 years from the year of
creation, whichever expires first.'1
The second limitation on copyright protection originates in the
nature of copying, versus technical limitations on duration. A
copyright holder's exclusive rights are subject to the doctrine of fair
use, which may permit the infringement of an exclusive right of a
copyright owner if its conditions are met. The Copyright Act
enumerates four factors to be considered in determining whether a
use is fair:
(1) the purpose and character of the use, including whether such
use is of a commercial nature or is for nonprofit educational purposes;
(2) the nature of the copyrighted work;
(3) the amount and substantiality of the portion used in relation
to the copyrighted work as a whole; and
(4) the effect of the use upon the potential market for or value of
the copyrighted work. 2
9. See 17 U.S.C. § 106 (1994).
10. The Sonny Bono Copyright Term Extension Act, [hereinafter Extension Act],
was signed into law on October 27, 1998, and amends the Copyright Act by adding,
generally, 20 years to the term of copyright protection. Additional terms provide the
following, in part:
[F]or works created but not published or registered before January 1, 1978, the
term endures for life of the author plus 70 years, but in no case will expire earlier
than December 31, 2002. If the work is published before December 31, 2002, the
term will not expire before December 31, 2047;
For pre-1978 works still in their original or renewal term of copyright, the total
term is extended to 95 years from the date that copyright was originally secured.
See United States Copyright Office Library of Congress, New Terms for Protection,
(visited Apr. 1, 1999) <http://www.loc.gov/copyright> (noting that the legislation does not
restore copyright protection to any works that are already in the public domain). The
legislation may be viewed and downloaded at the Copyright Office Web site at:
<http://www.loc.gov/copyright/legislation/s505.pdf>.
11. See supra note 10.
12. See 17 U.S.C. § 107.
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In evaluating a claim of fair use, the court is to consider all four

factors. Taking 100 percent of a copyrighted work, however, generally
mitigates against a finding of fair use, and the fourth factor is
generally considered the most important.' 3
The third limitation on copyright protection is the "first sale"
doctrine, which provides that once a copyright owner has distributed
copies of their work, subsequent legal possessors of those copies may
redistribute them without having to obtain permission from the
copyright holder. 4
Provided an act of copying does not meet the requirements of
the three limitations, a plaintiff may establish copyright infringement
using any one of three distinct legal and analytical approaches: direct,
contributory, or vicarious liability. Direct infringement occurs where
the defendant violates any one of the exclusive rights of the copyright
holder. Direct infringement is based on strict liability, requiring no
knowledge by the alleged infringer. 5 An injured party is not limited
13. See Sony Corp. v. Universal City Studios, Inc., 464 U.S. 417, 449-50 (1984)
(examining the effect on the potential market for the copyrighted work). See also Harper
& Row, Publishers, Inc. v. Nation Enters., 417 U.S. 539, 541 (1985) (sets forth some
examples of uses considered "fair"); Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569,
572-73, 580-81 (1994) (where the Supreme Court held that a parody, for the purpose of
establishing a legitimate fair use defense, "needs to mimic [the] original to make its point,
and so has some claim to use the creation of its victim's (or collective victims') imagination
But....
"[If... the commentary has no critical bearing on the substance or the style of
the original composition ... the claim of fairness in borrowing another's work diminishes
accordingly (if it does not vanish), and other factors, like the extent of its commerciality,
loom large."); U.S. Dep't of Commerce, Information Infrastructure Task Force,
Intellectual Property and the National Information Infrastructure: The Report of the
Working Group on Intellectual Property 10-11 (1995), (visited Jan. 19, 1999)
<http://www.uspto.gov/web/offices/ com/doc/ipnii>; Fred H. Cate, The Technological
Transformationof Copyright Law, 81 IOWA L. REV. 1395, 1406 (1996).
14. See Cate, supra note 13, at 1402. See also Julie S. Congdon, Note, The First Sale
Doctrine of Copyright Law Closes Another Avenue of Redress, 34 VILL. L. REV. 597, 608
(1989); Sheri A. Dillon and Douglas E. Groene and Todd Hayward, Computer Crimes, 35
AM. CRIM. L. REV. 503, 514 (1998). The first sale doctrine becomes quite complex in an
international setting with each individual country having its own variation on this
exception to copyright protection. See generally, Esti Miller, Comment: Nafta: Protector
Of National Intellectual Property Rights Or Blueprint For Globalization? The Effect Of
Nafta On The First Sale Doctrine In Copyright Law, 16 LOY. L.A. ENT. L.J. 475 (1995);
Toshiko Takenaka, Harmonizing The Japanese Patent System With Its U.S. Counterpart
Through Judge-Made Law: Interaction Between Japanese And U.S. Case Law
Developments, 7 PAC. RIM L. & POL'Y 249 (1998); Hillary A. Kremen, Note: Caveat
Venditor: InternationalApplication Of The First Sale Doctrine,23 SYRACUSE J. INT'L L.
& COM. 161 (1997).
15. Direct infringement is statutory in nature and is established where the plaintiff
shows ownership in the work, and violation by the alleged infringer of any of the copyright
owner's exclusive rights to reproduce, distribute, perform or display publicly, or prepare
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to claims against the party whose acts directly violated a copyright.
Liability for copyright infringement also applies to third parties for
contributing to another's acts. Contributory and vicarious liability
provide plaintiffs with a route to establishing liability where the
defendant acted in manner inconsistent with the copyright laws, such
as assisting infringement, yet was not the origin of the underlying
infringement.16

Contributory and vicarious liability grew out of a need for
fundamental fairness in infringement cases.17 To be liable for
contributory infringement, the defendant must know of the activity
constituting the infringement, and induce, cause, or materially
contribute to it.'8 The theory of contributory liability has produced
controversy about the extent of liability an online intermediary
should bear.'9 The nature of online data transmission allows for quick
and easy dissemination and copying of protected works, and copying
by automated technical processes is often necessary when
transmitting data from one point to the next. ° An Internet service
derivative works based on the underlying protected work. See, 17 U.S.C. § 106; See also
Playboy v. Frena, 839 F. Supp. 1552, 1559 (M.D. Fla. 1993) [hereinafter Playboy] (despite
the defendant's lack of knowledge and direct involvement, the court concluded that the
defendant had infringed Playboy's exclusive right to display the works: "[tihere is
irrefutable evidence that of direct infringement in this case. It does not matter that
defendant Frena may have been unaware of the copyright infringement. Intent to infringe
is not needed to find copyright infringement."); 17 U.S.C. §504(c) (the Copyright Act is a
strict liability statute).
16. For a general discussion of contributory and vicarious liability for copyright
infringement in online mediums, see Mara Gross, Case Note, Sega Enterprises v. Maphia,
13 BERKELEY TECH. L.J. 101 (1998).
17. See Sony Corp. v. Universal City Studios, Inc., 220 USPQ 665, slip opinion at 17,
(where the Supreme Court stated that contributory copyright infringement "is merely a
species of the broader problem of identifying the circumstances in which it is just to hold
one individual accountable for the actions of another.")
18. See Sony Corp. v. Universal City Studios, Inc., 464 U.S. 417 (1984); Gershwin
Publ'g Corp. v. Columbia Artists Mgt., Inc., 443 F.2d 1159 (2d Cir. 1971).
19. Contributory infringement by online service providers will be discussed further
at, infra, text accompanying notes 39-66. See also, M. David Dobbins, Note, Computer
Bulletin Board Operator Liability for Users' Infringing Acts, 94 MICH. L. REV. 217, 22224 (1995); Kevin M. Cox, Online Service Providers And Copyright Law: The Need For
Change, 1 SYRACUSE J. LEGIS. & POL. 197, (1995); David N. Weiskopf, The Risks of
Copyright Infringement on the Internet: A Practitioner's Guide, 33 U.S.F.L. REV. 1, 48
(1998).
20. For a broad discussion of the history and use of the Internet, see ACLU v. Reno,
929 F. Supp. 824, 830-840 (1996), aff'd 117 S.Ct. 2329 (1997) [hereinafter Reno]. The
underlying nature of the Internet is aimed at facilitating transmission of data:
[T]he Internet is an international system. This communications medium allows
any of the literally tens of millions of people with access to the Internet to
exchange information. These communications can occur almost instantaneously,
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provider therefore plays an integral role in copying or disseminating

substantial quantities of copyrighted works, thereby fulfilling the first
element of contributory liability. The second and perhaps more
troubling element is fulfilled where a plaintiff establishes that a
service provider either knew or merely ought to have known that it
was aiding the infringement. This element is troubling because if it is
proven that a service provider had the technical capacity to detect
increased traffic through a particular web site or electronic bulletin
board, the service provider could be held liable for infringement
because it "should have known" the increased traffic constituted

potentially unlawful activity, and should have taken a role in stopping
it.2' The online service provider community has fought vehemently to
keep the knowledge standard high to avoid the impracticable result of
charging ISPs with actively monitoring user content."
The second form of liability for copyright infringement by third
parties stems from the doctrine of vicarious liability. A defendant is
vicariously liable for a primary infringer's acts where they have the
right and ability to control the infringing acts, and if they receive a
direct financial benefit from the infringement.23 Unlike contributory
liability, vicarious liability does not have a knowledge requirement. 4
and can be directed either to specific individuals, to a broader group of people
interested in a particular subject, or to the world as a whole.
Reno, 929 F. Supp. at 831. The Internet is also designed to operate with minimal
intervention human intervention to accomplish data transmission: "From its inception, the
network was designed to be a decentralized, self-maintaining series of redundant links
between computers and computer networks, capable of rapidly transmitting
communications without direct human involvement or control..." Id.
21. See generally, John C. Yates & Michael R. Greenlee, IntellectualProperty on the
Internet: Balance of Interests Between the Cybernauts and the Bureaucrats, 8 NO. 7 J.
PROPRIETARY RTS. 8 (1996); M. David Dobbins, Note, Computer Bulletin Board
OperatorLiability for Users' InfringingActs, 94 MICH. L. REv. 217 (1995).
22. Roy Neel, president of the United States Telephone Association, urged that ISPs
should not be held liable without actual knowledge of copyright infringement. He
distinguishes between being a carrier of data and an originator of infringing material, and
emphasizes that copyright holders are more likely to sue an ISP merely because they are
more likely to be a deep pocket. For this reason, he advocates stricter safeguards for ISPs
to avoid being targeted for copyright infringement of which they had no actual knowledge
and no practical means to police. "[T]here's no way a carrier can know what's moving over
a network. He's not even legally allowed to go in and monitor all the transmissions and he
can't be held liable for each of those pieces of information." See Hearings, supra note 2.
Marc Jacobson, Prodigy General Counsel, also contends that an ISP might properly be
held liable for content that it creates or compiles for its users, but that, with respect to
contributory liability, an actual knowledge standard is most appropriate. See id.
23. See Shapiro, Bernstein, & Co. v. H.L. Green Co., 316 F.2d 304, 317 (2d. Cir.
1963).
24. See id.
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Determining which liability standard to apply in an infringement
claim will often result in a fact specific inquiry into the nature of
online service used to facilitate, cause, or otherwise contribute to an
act of infringement.
B.

ISP Role Determinative of an Appropriate Liability Standard

In the U.S., determining ISP liability for third-party copyright
infringement begins with an examination of the type of service the
ISP provides in relation to an infringement claim. The diversity of
online service breeds different standards of liability based on the
origin of infringing copies, the level of knowledge the ISP had of
infringing activity, financial benefit the ISP received from infringing
copies, the measure of control asserted by the ISP, the length of time
material is stored using ISP resources, and the actions taken by the
ISP once infringement has been alleged. To service its market, an ISP
might provide mere connectivity to the Internet, or it may provide
enhanced services, such as news or data services, over which it exerts
control.
When categorized according to function, ISP liability for
copyright infringement mirrors, to some extent, the analytical roles
traditionally relegated to defamation law: common carrier, publisher,
and distributor. When an ISP is providing mere connectivity, it
functions most like a common carrier. When providing enhanced
services and acting as the source of content places, an ISP is in a
position more like a publisher or distributor. In the past, U.S. courts
have struggled with attaching an appropriate standard of legal
analysis in infringement cases involving ISPs. A discernable trend has
emerged, however, in which U.S. courts have been more willing to
absolve ISPs from liability when they perform more like a common
carrier, while holding ISPs liable they act more like a publisher or
distributor of content. Where the ISP exercised a greater degree of
control over material transmitted through or stored on its networks,
or had even minimal reason to know infringement could have been
occurring, courts were likely to attach liability for third-party
infringements. Following is an examination of case law developments
that addressed copyright infringement in online mediums according
to their roles, and the resultant standard of liability courts applied.
1.

Common CarrierModel

While courts take into account the role of an ISP when assessing
liability, the fact that an ISP's role is most akin to a common carrier
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with respect to its role in an act of infringement, does not provide for
an immediate exemption from liability.25 Merely transmitting data
with no knowledge or meaningful control of content subjected onlinei
intermediaries to possible direct liability for infringement originating
in third-party acts.26 Copyright holders whose rights were infringed
argued, with success in some instances, that the technical nature of
providing online service requires an ISP to make copies of their
works, and therefore should be subject to direct as well as secondary
liability.27 When acting as a carrier of online data, an ISP necessarily
creates copies of material sent through its networks. Unlike telephone
or cable transmissions, the unique functioning of the Internet requires
an ISP to make copies of data travelling through or stored on its
networks, therefore presenting a vexing question of liability for an
ISP making copies as part of technological processes inherent to the

25. Unlike telephone or cable systems, online intermediaries would probably not
receive an absolute exemption from liability for third-party copyright infringement under
the Copyright Act. Section 111(a)(3) of the Copyright Act addresses the exemption from
liability for "secondary transmissions," providing the following:
[Tihe secondary transmission of a primary transmission embodying a
performance or display of a work is not an infringement of copyright if ... the
secondary transmission is made by any carrier who has no direct or indirect
control over the content or selection of the primary transmission or over the
particular recipients of the secondary transmission, and whose activities
with
respect to the secondary transmission consist solely of providing wires, cables, or
other communications channels for the sole use of others.
17 U.S.C. § 111(a)(3) (1994).
A "primary transmission" is defined as "a transmission made to the public by the
transmitting facility whose signals are being received and further transmitted by the
secondary transmission service." See id. at § 111(f) (1994). The nature of providing online
access allows subscribers to send messages from one private party to the next. This type of
service would not fall within the meaning of a "private transmission" for the purpose of
the Copyright Act's exemption. The exemption was constructed primarily to address
potential liability for telephone companies and cable systems. See Joan Gilsdorf,
Copyright Liability of Online Service Providers,66 U. CIN. L. REV. 619, 630-633 (1998).
See also Bruce A. Lehman (Chair), Intellectual Property and the National Information
Infrastructure, The Report of the Working Group on Intellectual Property Rights, (1995),
[hereinafter White Paper]. An ISP could be properly exempted where it provides only the
wires and conduits making online access possible and where it also furnishes service to the
public when reasonably asked, pursuant to the requirements of the Communications Act
of 1934. See id. at 122.
26. See infra, text accompanying notes 29-40.
27. See id. The Netcom court rejected direct liability as the generally appropriate
standard for assessing ISP liability for third-party acts, but upheld the notion that ISPs are
distinguished from the traditional definition of a common carrier where they provide
anything more than mere conduit service. See Religious Tech. Ctr. v. Netcom On-Line
Communication Serv., Inc., 907 F. Supp. 1361, 1370 (N.D. Cal. 1995).
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Internet."
Historically, cache copies could be sufficient to establish
infringement under the Copyright Act.29 Until passage of the Digital
Millennium Copyright Act" there was no exception in the Copyright
Act for temporary or partial copies. The only limitation was that a
copy must be "fixed," and digitized works fulfill that requirement.3'
Whether the digitized copy would be deleted in the future did not
negate the existence of a copy in the present.
In MAI Sys. Corp. v. Peak Computer, Inc., the Ninth Circuit
affirmed the notion that a copy need not be permanent in order to be
"fixed" for the purpose of showing infringement. 2 The MAI court
28. The Internet is a "packet-switched" network, allowing for quick transfer of
information essential to its viability as an informational resource. In a packet-switched
network, data is broken into smaller units of information ("packets"), ordered such that
they can be reassembled when they reach their destination. Packets are transmitted
through a network where different routers make temporary copies, then forwarding them
along until they reach their destination where they are reassembled.
"Caching" defined: ISPs frequently use caching to expedite data transmissions.
Cache copying is part of an automated unmoderated process where the ISP has no
knowledge of the material passing through its networks. Caching is either local on the end
user's computer, or achieved through a proxy server to effectively shorten the distance
data must travel to reach the end user's computer. A cache is a place to store data
temporarily. For example, requested web pages are stored in a browser's cache directory
on the user's hard disk. Caching can also be implemented for Internet content by
distributing it to multiple servers that are periodically refreshed. See Whatis.com (visited
Sept. 9, 2000) <http://www.whatis.techtarget.com/whatis-definition-Page/0,4152,211728,00.
html>.
29. Copyright protection applies to original works of authorship "fixed in any
tangible medium of expression, now known or later developed, from which they can be
perceived, reproduced, or otherwise communicated, either directly or with the aid of a
machine or device." 17 U.S.C. § 102(a). A work is "fixed" when its "embodiment in a copy
• .. is sufficiently permanent or stable to permit it to be perceived, reproduced, or
otherwise communicated for a period of more than transitory duration." Id. at § 101. See
also MAI Sys. Corp. v. Peak Computer, Inc., 991 F.2d 511, 516-18 (9th Cir. 1993).
30. The Digital Millennium Copyright Act (DMCA) exempts ISPs from direct
liability for acts inherent to the proper functioning of the Internet, including caching and
other forms of data copying and storage that are part of unmoderated, automated
technological processes. The DMCA specifies that an ISP will not be held liable for
monetary or other relief, generally, for intermediate storage of transmission of data made
available online by a third party, transmitted at the direction of the third party, and carried
out through an automated process. The material must also remain unmodified by the ISP,
and the ISP must be in compliance with statutory rules "concerning the refreshing,
reloading, or other updating of material available online in accordance with generally
accepted industry standard data communications protocol for the system or network
through which that person makes the material available," 17 U.S.C. 512 (b) (1998).
31. See generally MAI Sys. Corp. v. Peak Computer, Inc., 991 F.2d 511, 517-18 (9th
Cir. 1993).
32. See id.
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examined liability for a temporary copy stored in a computer's
random access memory (RAM).33 The court attached liability where a
computer repair person, not legally authorized to use the computer
owner's licensed operating system, merely turned on the computer,
thereby loading a copy of the operating system into RAM for a time
period necessary to check an error log. This controversial holding in
MAI established that for the purposes of establishing fixation in an
infringement suit, a copy need exist only long enough to be
perceived.34 Title III of the DMCA, the "Computer Maintenance
Competition Assurance Act," reversed the MAI decision, allowing
for exemption from liability where copying is done within the course
of computer repair.35
Further extending direct liability for copyright infringement in
online mediums, the court in Marobie-FL, Inc. v. National Ass'n of
36 held that an online service provider was
Fire Equipment Distributors
liable even where, unlike MAI, the ephemeral infringing copies
originated in a third-party act. The service provider in Marobie-FL
attempted to avoid liability for third-party copyright infringement by
arguing that any copying done was so temporary that, as a policy
matter, liability should not attach. The court, however, focused its
analysis on whether the copies made were "fixed" enough to warrant
liability, and held the ISP liable based on a finding that fixed copies
existed, even though the copies were made for the sole purpose of
processing digital communications into a computerized form for
distribution on the Internet. This holding is contrary to the court in
33. See id.
34. Id. See also Advanced Computer Serv. of Mich., Inc. v. MAI Sys. Corp., 845 F.
Supp. 356 (E.D. Va. 1994); Triad Sys. Corp. v. Southeastern Express Co., 31 U.S.P.Q.2d
1239 (N.D. Ca. 1994).
35.
[T]itle III [of 17 U.S.C. § 512] expands the existing exemption relating to
computer programs in section 117 of the Copyright Act, which allows the owner
of a copy of a program to make reproductions or adaptations when necessary to
use the program in conjunction with a computer. The amendment permits the
owner or lessee of a computer to make or authorize the making of a copy of a
computer program in the course of maintaining or repairing that computer. The
exemption only permits a copy that is made automatically when a computer is
activated, and only if the computer already lawfully contains an authorized copy
of the program. The new copy cannot be used in any other manner and must be
destroyed immediately after the maintenance or repair is completed.
The DigitalMillennium Copyright Act of 1998, U.S. Copyright Office Summary, pp. 1, 1314 (Dec. 1998).
36. Marobie-Fl, Inc. v. National Ass'n of Fire and Equip. Dist. and Northwest Nexus,
Inc., 983 F. Supp. 1167 (N.D. I11.1997).
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Religious Technology Center v. Netcom On-Line Communication
Services, Inc., which held that an ISP could not properly be held
directly liable for infringing copies originating in a third party
because, unlike the computer technician in MAI, an ISP takes no
affirmative action directly resulting in infringement.37 The Netcom
court emphasized that there should be some form of volition present
in order to hold an ISP liable for direct infringement, and that copies
made incidental to the proper functioning on the Internet are not
enough to do so.
These two cases each suggest that data packets routed through
servers or ephemeral cache copies could all possibly produce
infringing copies. Additionally, where the facts in MAI show at
minimum some volition or affirmative act on the part of the infringer,
the Marobie court suggested that liability for direct infringement
could attach even where the ISP took no affirmative action, but
merely provided a venue in which automated temporary copies were
made.
To further complicate the question of whether ephemeral copies
were sufficient for the purpose of establishing infringement, the court
in Lewis Galoob Toys, Inc. v. Nintendo of America, Inc.38 suggested
that an image of data stored in RAM might not qualify as a "copy." In
Galoob, the court considered whether a device that randomly and
spontaneously altered bytes of a video game as the data passed
through RAM created an unauthorized derivative work. While
derivative works need not be fixed to be infringing, the court held
that ultimately there must be some element of "form" or
"permanence" present,39 calling into question whether unassembled
data packets were sufficient to establish fixation and therefore
infringement.40
2.

Publisher/DistributorModel

Courts have struggled to attach an appropriate analytical
standard to determining liability in cases of infringement where the
ISP provided more than mere conduit service, producing results
varying from direct to contributory or vicarious liability. While not
37. Religious Tech. Ctr. v. Netcom On-Line Communication Services, Inc., 907 F.
Supp. 1361, 1368 (N.D. Cal. 1995).
38. Lewis Galoob Toys, Inc. v. Nintendo of America, Inc., 964 F.2d 965,
967 (9th Cir. 1992).
39. Id.
40. Note: This case was decided prior to both MAI and Marobie-Fl.
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perfectly analogous to defamation case law, copyright case law has
produced results suggesting that control and/or volition play a
significant role in determining whether an ISP should be held liable
for third party copyright infringement by establishing contributory or
vicarious liability.4'
With its roots in defamation law, the publisher/distributor
distinction from a common carrier exists to determine the standard of
liability applicable to a defendant in a defamation suit where the
unlawful acts originated in a third party.42 In a defamation action the
defendant's level of control, profit, or knowledge of defamatory
conduct increases the likelihood that it will be held liable for third
party actions. A publisher, presumed to have ultimate editorial
control over content, is held to the strictest level of liability regardless

of its knowledge. A distributor is presumed to have less control of
content, and is therefore held to a lesser standard, imposing liability
only where it knew or had reason to know of the defamation. 43
The term "Internet service provider" encompasses far more than
41. See Communications Decency Act, 47 U.S.C. 230 (1996) (immunizing ISPs from
tort liability originating in third parties); See also Zeran v. America Online, Inc., 129 F.3d
327, 331 (1997) (noting that Congress created a tort immunity for Internet service
providers in the Communications Decency Act because "It would be impossible for
service providers to screen each of their millions of postings for possible problems"). But
see 47 U.S.C. §.
230(e)(2) (tort immunity does not limit or expand any law pertaining to
intellectual property); But see, Religious Tech. Ctr. v. Netcom On-Line Communication
Servs., Inc., 907 F. Supp. 1361 (N.D. Cal. 1995):
[Tihe strict liability for copyright infringement is in contrast to another area of
liability affecting online service providers: defamation. Recent decisions have
held that where a BBS exercised little control over the content of the material on
its service, it was more like a "distributor" than a "republisher" and was thus
only liable for defamation on its system where it knew or should have known of
the defamatory statements.
Id. at 1367, citing Cubby, Inc. v. CompuServe, Inc., 776 F. Supp. 135 (S.D.N.Y. 1991). By
contrast, the New York state court judge found that Prodigy was a publisher because it
held itself out to be controlling the content of its services and because it used software to
automatically prescreen messages that were offensive or in bad taste. See Stratton
Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94, 1995 N.Y. Misc. 229 (N.Y. May 26,
1995). While the Netcom court distinguished copyright law from defamation law for the
purpose of establishing direct liability for copyright infringement, it readdressed the ISP's
role when discussing potential liability for contributory or vicarious liability. See Netcom,
907 F. Supp. at 1372-73, 1375 (noting that unlike a common carrier, an ISP does not
completely relinquish control over the acts of its subscribers).
42. Publishers can be held liable for defamatory statements contained in their works
even absent proof that they had specific knowledge of the statement's inclusion.
"Distributors cannot be held liable for defamatory statements contained in the materials
they distribute unless it is proven at a minimum that they have actual knowledge of the
defamatory statements upon which liability is predicated." Zeran, 129 F.3d at 331 (1997).
43. See id.
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mere conduit service, packet-switching, and cache copying functions
relegated to the common carrier. In an effort to compete for a greater
share of the market, many ISPs provide enhanced services to their
clients beyond mere connectivity to the Internet." Some of these
services include newsgroups, Internet relay chat (IRC)," email, file
transfer protocol (FTP)46 sites, bulletin board systems (BBS),47 and
web hosting, nearly all of which require the ISP to store material
44. For example, America Online (AOL) provides its subscribers with enhanced
services that include news, stock information, sports scores, weather, shopping incentives,
and horoscopes. See America Online, (visited Dec. 20, 1998) <http://www.aol.com>. See
also Earthlink, (visited Dec. 20, 1998) <http://www.earthlink.com/>, (where subscribers
are provided with web page creation and hosting privileges, special interest chat areas and
educational forums, and the capacity to create and send digital greeting cards); See
Netcom, (visited Dec. 20, 1998) <http://www.netcom.com/> (provides customers with
customized news and web hosting).
45. Quickly becoming a popular means of real time digital communication, Internet
Relay Chat, ("IRC"), is "a system for chatting that involves a set of rules and conventions
and
client/server
software."
whatis.com
(visited
October
4,
2000)
<http://www.whatis.com/WhatIs_DefinitionPage/0,4152,214040,00.html>.
IRC
also
provides the capacity to transfer files almost instantaneously by connecting users through
a file transfer process that uses direct, client to client protocol. See id.
46. "FTP" Defined:
[A] protocol used to transfer files over a TCP/IP network (Internet, UNIX, etc.).
It includes functions to log onto the network, list directories and copy files. It can
also convert between the ASCII and EBCDIC character codes. FTP operations
can be performed by typing commands at a command prompt or via an FTP
utility running under a graphical interface such as Windows. FTP transfers can
also be initiated from within a Web browser by entering the URL preceded with
"ftp://".
Unlike e-mail programs in which graphics and program files have to be
"attached," FTP is designed to handle binary files directly and does not add the
overhead of encoding and decoding the data.
The term is also used as a verb; for example, "let's FTP them the file."
TechWeb,
(visited
Feb.
1,
1999)
<http://www.techweb.com/encyclopedia/
defineterm?term=ftp>. See also U-Geek Technical Glossary, (visited Feb. 1, 1.999)
<http://www.ugeek.com/glossary/glossary-search.cgi?ftp>; WebWords, (visited Feb. 1,
1999) <http://www.webwords.net/html/-f_.html#ftp>.
47. "BBS" Defined:
[A] computer system used as an information source and forum for a particular
interest group. They were widely used in the U.S. to distribute shareware and
drivers and had their heyday before the World Wide Web took off. A BBS
functions somewhat like a stand alone Web site, but without graphics. However,
unlike Web sites, each BBS has its own telephone number to dial into.
Today, BBSs are still used throughout the world where there is much less direct
Internet access, and many serve as e-mail gateways to the Internet. Some BBSs
are still in use in the U.S. and software companies may continue to maintain
them as alternatives to their Web sites for downloading drivers.
TechWeb,
(visited
Feb.
18,
1999)
<http://www.techweb.com/encyclopedia/
defineterm?term=BBS>.
See
also WebWords,
(visited
Feb.
18,
1999)
<http://www.webwords.net/html/_b_.html#bbs>.
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longer than the temporary copying necessary to merely transmit data
from one destination to the next. Case law suggests that the degree of
control exercised and the capacity to monitor or otherwise control
data are integral elements in determining whether liability should
attach to an ISP.
The underlying policy in defamation law presupposes a certain
degree of control inherent in the publisher role, and therefore holds a
publisher to the strictest standard of liability for defamatory
statements it publishes, even where the offending statements
originated in a separate author.48 The publisher, due to its economic
and contractual relationship, becomes in effect the legal author of the
published work, thereby assuming an ensuing liability. In contrast, the
distributor, while enjoying a degree of financial benefit through its
distribution contract, exercises far less control over published works.
Where the publisher enjoys extensive editorial control, the distributor
does not have the opportunity to thoroughly screen distributed works,
and typically makes only broad decisions as to which materials it
chooses to distribute. 9 The distributor's primary objective is to profit
from the sale of works supplied to it by the publisher, and therefore
serves its interests by distributing as many works as possible. As such,
defamation law forgives the distributor for unknowing acts of
defamation originating in third parties, holding the
distributor liable
50
only if it had knowledge of the defamatory content.
In Subafilms, Ltd. v. MGM-Pathe Communications," there is
some suggestion that direct liability should not attach where the
service provider did not place the infringing works on its networks.
The court took a less restrictive position than defamation law with
respect to the publisher/distributor distinction, holding that language
in Section 106 of the Copyright Act granting the exclusive right to "do
or authorize" works can only establish liability in contributory
infringement claims. Cases that followed Subafilms demonstrate that
courts are more willing to impose direct liability where there is a high
degree of control over material residing in online networks. How
"control" is fleshed out depends largely on service provider
involvement, and the duration material is stored. Often blending
elements of direct, contributory, and vicarious liability standards, case
48.
LEXIS
49.
50.
51.

See Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94, 1995 N.Y. Misc.
229, 1995 WL 323710 (N.Y. Sup. Ct. May 24, 1995).
See Zeran, 129 F.3d at 331-32.
See id.
Subafilms, Ltd. v. MGM-Pathe Communications, 24 F.3d 1088, 1092 (1994).
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law has produced confusing behavioral guidelines for ISPs to follow
so that they might avoid liability.
Playboy v. Frena2 addressed the liability of BBS operators for
infringing files uploaded by subscribers. A subscriber of the
defendant's BBS had uploaded files containing digitized pictures
copied from the plaintiff's copyrighted magazine, which remained on
the BBS for other subscribers to download. 3 In Playboy, the court did
not conclude that the BBS operator was directly liable for the
unauthorized reproduction of plaintiff's work.54 Instead, the court
concluded that the BBS operator was directly liable for violating the
plaintiff's right to publicly distribute and display copies of its work.5
Reiterating the strict liability standard for direct infringement of any
of the copyright owner's exclusive rights, the court concluded that
Frena was directly liable even though he did not make or have
knowledge of the infringing copies, but merely supplied a venue for
distributing unauthorized copyrighted works.56 In other words, direct
liability analysis makes no exception for the innocent infringer. 7
Distinguished

from Playboy, in Sega Enterprises Ltd. v.

MAPHIA58 the defendant BBS operators actively solicited infringing
content. While the court based its decision on the same rule of strict
liability applied in Playboy, it also placed great emphasis on the
defendant's knowledge of the infringing activity. This is wholly
unnecessary to a finding of direct infringement, suggesting that the
court based its conclusions on contributory liability more so than
direct liability. 9 The court granted a preliminary injunction against
the defendant, finding that plaintiffs had made a prima facie showing
of direct and contributory infringement. 6°
Perhaps the most notable case dealing with third-party copyright
52. See Playboy, 839 F. Supp. at 1554.
53. See id.
54. See id.
55. See id. at 1556-57.
56. See id.
57. See id. at 1556.
58. Sega Enterprises Ltd. v. Maphia, 857 F. Supp. 679 (N.D. Cal. 1994).
59. See id. at 683. When the totality of the facts are viewed, however, the court's
strong position on imposing direct liability is understandable. Unlike the BBS operator in
Playboy, here the defendant's behavior was more akin to a direct volitional act. He knew
and actually solicited the unlawful copying. While knowledge is not a requirement of
direct infringement, the active solicitation of unlawful copying, coupled with providing the
electronic space where countless copies can then be rendered, treads a fine line between
direct and contributory infringement, and either might properly apply.
60. See id. at 687.
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infringement and the application of contributory and vicarious
liability, Religious Technology Center v. Netcom On-Line
Communication Services, Inc.61 distinguished the opinions of both
Playboy and Sega, rejecting direct liability as the appropriate
analytical standard for service providers where allegedly infringing
material originated in a third-party act, opting instead for
contributory liability analysis as the proper standard of review.62 As a
policy matter, the Netcom court refused to attach liability where the
service provider had no knowledge of infringing activity, and
participated in the infringement through an unmoderated, automatic
process, even though the infringing works were stored on Netcom's
servers for up to eleven days before they were purged.63 The Netcom
court assessed ISP liability based primarily on the degree of
knowledge and control exercised over material residing on its
networks, and the origination or volition associated with the
infringing materialf The Netcom court seemed to be moving in a
direction favorable to online service providers by dismissing direct
infringement as an inappropriate analytical basis for assessing
liability. By embracing contributory liability, however, the court left
ISPs vulnerable to liability for third-party acts where the service
provider knew or should have known infringement was occurring - a
knowledge standard difficult to define in a burgeoning technical age.65
While the Netcom court squarely rejected direct liability as the
proper analytical basis for determining ISP and BBS operator liability
in copyright cases, it pointed out that, "although copyright is a strict
liability statute, there should still be some element of volition or
causation which is lacking where a defendant's system is merely used
to create a copy by a third party."66 Netcom argued that it should
therefore be deemed a common carrier for the purpose of eliminating
liability for third-party acts. The court disagreed, noting that common
carrier exceptions apply where an entity acts only as a conduit, and

61. See Netcom, 907 F. Supp. at 1370-1375.
62. See id. at 1370-77.
63. See id.
64. With respect to volition, the court stated that Netcom took no ... [a]ffirmative
action that directly resulted in copying plaintiffs' works other than installing and
maintaining a system whereby software automatically forwards messages." With respect to
causation, the court found that Netcom's acts as a potential contributory infringer lacked
causation and intervention by humans, further supporting the notion that, as a policy
matter, liability should not attach. Id. at 1368-69.
65. See Hearings,supra note 2.
66. Netcom, 964 F. Supp. at 1369.
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nothing more.67 ISPs like Netcom would therefore fail to qualify as a
common carrier where they provide more than mere connectivity.
In concluding, the Netcom court stated that creating another
exemption from liability for online service providers is an endeavor
best suited for Congress, not the courts.68 In its holding the court
foreshadowed future legislative efforts addressing ISP liability. With
regard to receipt of prior notice that allegedly infringing copies
existed, the court stated that whether a defendant directly infringes
cannot depend on whether it received a warning to delete the
message.69 The distinction could be relevant to contributory
infringement, where knowledge is an element. The court further
addressed what might be deemed appropriate notice with regard to
fulfilling the knowledge requirement of contributory liability. Where
copyright notice is defective or missing, or the alleged infringer had at
least a colorable claim of fair use, the service provider's knowledge
would be discharged.7 ° Hinting at a take-down policy, the court noted
that where a service provider fails to take adequate measures to
delete allegedly infringing material, it may be held liable for
contributory infringement where notice of infringing
activity gives the
71
ISP reason to know of possible infringement.
With respect to contributory and vicarious liability, the Netcom
court took substantial steps toward reconciling the interests of
copyright owners and online service providers, but only provided an
incomplete basis for determining ISP liability for third-party
copyright infringement. The DMCA sets forth a regime of limited ISP
liability for third-party acts, addressing the concerns over direct
liability, but retains the nebulous objective knowledge standard of
contributory liability advocated by the Netcom court.72 The following
67. In its hesitancy to categorize all online service as that of a common carrier, the
court noted that common carrier exemptions are based on a policy that seeks to protect
natural monopolies bound to carry what is transmitted through them. See id. at 1370.
68. See id.
69. See id. at 1372.
70. See id. at 1373-74.
71. See id.
72. "[A]s to direct infringement, liability is ruled out for passive, automatic acts
engaged in through a technological process initiated by another. Thus, the bill essentially
codifies the result in the leading and most thoughtful judicial decision to date: Religious
Tech. Ctr. v. Netcom On-Line Communications Services, Inc., (citation omitted). In doing
so, it overrules those aspects of Playboy v. Frena (cite omitted), insofar as that case
suggests that such acts by service providers could constitute direct infringement, and
provides certainty that Netcom and its progeny, so far only a few court cases, will be the
law of the land." WIPO COPYRIGHT TREATIES IMPLEMENTATION AND ON-
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section examines the new law.
C.

U.S. Legislation: The Digital Millennium Copyright Act

The U.S. Congress passed the Digital Millennium Copyright Act
(DMCA) on October 28, 1998 as an effort to set a standard of
copyright protection on the Internet.73 The DMCA limits ISP liability
for third-party copyright infringement where the ISP complies with a
detailed system of notice and take-down.74 The limitations are based
on four general categories of conduct by an ISP:
(1) transitory communications;
(2) system caching;
(3) storage of information on systems of networks at direction of
users; and

(4) information location tools.75
In light of conflicting case law, ISPs previously remained
vulnerable to claims of infringement for copying when performing
their usual online services. Recognizing a potential onslaught of
essentially unfair litigation, U.S. lawmakers designed the DMCA to
guard both the rights of content owners and ISPs.76 The Online
LINE COPYRIGHT INFRINGEMENT LIABILITY LIMITATION, Purpose and
Summary, (visited Nov 15, 1998) <http://thomas.loc.gov>.
73. See generally CongressApproves Landmark Copyright Bill for DigitalAge, CNN
Online (visited Oct 12, 1998) <http://www.cnn.com/TECH/computing/9810/12/
internet.copyright.reut/#2>. The DMCA was enacted to as part of the US's effort to
implement the WIPO treaty, and, while it is comprehensive relative to case law which
existed prior to its enactment, some procedural nuances remain to be defined. The
Copyright Office issued a statement with the legislation that the DMCA's new copyright
rules are" . . . [o]nly a skeleton of what will be a more comprehensive system." See Robert
MacMillan, ISPs must Register Now to Avoid Liability, Newsbytes (Post-Newsweek
Business Information, Inc.) (Nov. 5, 1998). There still exists no international standard for
ISPs to follow with respect to copyright infringement. "[T]here is no such thing as an
'international copyright' that will automatically protect an author's writings throughout
the entire world. Protection against unauthorized use in a particular country depends,
basically, on the national laws of that country." U.S. Copyright Office, Circular #1,
Copyright Basics, (visited Jan. 19, 1999) <http://lcweb.loc.gov/copyright/circs/
circl.html#icp>. A copy of the DMCA may be downloaded at the U.S. Copyright Office,
Copyright Legislation (visited Sept. 8, 2000) <http://lcweb.loc.gov/copyright/legislation/
Archive.html>.
74. In its broadest definition, the term "notice" will refer to information an ISP
receives that indicates infringement is occurring on one of its systems. "Take-down" will
refer to the process whereby an ISP removes or disables access to material stored in or
travelling through its networks.
75. See The Digital Millennium Copyright Act of 1998, U.S. Copyright Office
Summary, p. 8 (Dec. 1998).
76. While the DMCA takes substantial steps to limit ISP liability, it still comes under
criticism from the service provider community. Namely, ISPs fear the Act may be too
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Copyright Infringement Liability Limitation Act, incorporated as
Title II of the DMCA, immunizes "service providers" from liability
for damages, costs, or attorney's fees under the Copyright Act, and
provides that the service provider must comply with specific conduct
that protects the interests of copyright holders.7
While the DMCA makes no mention of the terms "common
carrier," "distributor," or "publisher," the role of the ISP is an
important factor for determining when liability should attach. The
Act attempts to flesh out circumstances warranting a limitation on

ISP liability for copyright infringement, taking into account the ISP's
role with respect to infringing acts and assigning liability accordingly."8
Essentially, where an ISP acts most like a common carrier, it will
receive broad immunity from direct liability for third-party copyright
infringement that happens to pass through its networks." Specifically,
convoluted. See John Borland, Law enlists ISPs in piracy fight, CNET News.com, (visited

Nov. 10, 1998) <http://www.news.com/ News/Item/0,4,28357,00.html>. However, the Act
has also been touted as the single most important piece of Internet legislation thus far by
Executive Director Dave McClure of the Association of Online Professionals
(http://www.aop.org/). See Joel Deane, New law limits ISPs' copyright infringement
liability, ZDNN, (visited Nov. 11, 1998) <http://www.zdnet.com/zdnn/stories/news/
0,4586,2160137,00.htm>.
77. See Courtney Macavinta, Digitalcopyright bill becomes law, CNET News.com, at:
<http://www.news.com/News/Item/0,4,28060,00.html> (Oct. 28, 1998) (visited Nov. 15,
1998); James Niccolai, Clinton signs digital copyright bill, InfoWorld Electric, Oct. 28,
1998, at: <http://www.infoworld.com/cgi-bin/displayStory.pl?981028.wicopyright.htm>,
(visited Nov. 10, 1998); See also News: Copyrights - Clinton Signs Digital Copyright Law
Reforms That Expand Protections Online, Shield ISPs, 3(42) ELECTRONIC COMMERCE
& LAW (BNA), (Nov. 4, 1998); News: Legislation - President Signs Copyright Bill And
Comments on Separationof Powers, 57(1399) PATENT, TRADEMARK & COPYRIGHT J.
No. 1399 (BNA), (Nov. 5,1998).
78. The DMCA was clearly designed with the ISP's role in mind. Case law that
develops in this area will most likely involve highly fact-based inquiries as to an ISPs
participation in any given instance of copyright infringement. See The Digital Millennium

CopyrightAct of 1998, U.S. Copyright Office Summary, p. 9 (Dec. 1998).
[E]ach limitation entails a complete bar on monetary damages, and restricts the
availability of injunctive relief in various respects. See 17 U.S.C. § 5120). Each limitation
relates to a separate and distinct function, and a determination of whether a service
provider qualifies for one of the limitations does not bear upon a determination of
whether the provider qualifies for any of the other three. See 17 U.S.C. § 512(n).
79. Recent analysis of the DMCA provides further support that the Act intends to
shield ISPs performing most like a common carrier, as opposed to a digital publisher or
distributor of works, such as a web site creator or BBS operator:
[T]he statute defines a "service provider" as an entity that transmits, routes and
connects users to online communications or provides online or network services,
such as storing digital material, caching or providing location tools (directories,
hyperlinks, etc). When dealing with copyrighted material available through its
network, an OSP must be passive. It cannot place material online, modify
content, store it longer than necessary or know that it infringes someone else's
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the DMCA limits liability relating to transitory communications. In
order to qualify for this exemption, the ISP's role is defined as "an
entity offering the transmission, routing, or providing of connections
for digital online communications, between or among points specified
by a user, of material of the user's choosing, without modification to
the content of the material as sent or received., 80 This definition is
in the
based on the definition of "telecommunications"
Communications Act of 1934 and, according to the legislative history
of the act, "hosting a Web site" does not fall within the definition,
while the mere provision of connectivity to a Web site does." Service
providers would, however, receive immunity for third-party
infringement originating from system caching, linking, or referring
users to infringing material.82
Where an ISP is acting as a mere conduit for transmitting data at
the request of a third party, the DMCA exempts the ISP from
liability, even for temporary copying made automatically in the
copyright. Its systems must operate automatically and it cannot chose recipients
of transmissions. Finally, it must not directly profit from an infringement..
Note that the limitation does not apply to copyrighted material the OSP may
place online itself, such as on its home page. Standard copyright rules, including
proper clearance and fair use, apply to that material.
Arnold P. Lutzker, Susan J. Lutzker, and Carl H. Settlemyer, III, THE DIGITAL
MILLENNIUM COPYRIGHT ACT: Highlights of New Copyright Provision Establishing
Limitation of Liability for Online Service Providers, (visited Jan. 19, 1999)
<http://www.arl.org/info/frn/copy/OSP.html>.
80. 17 U.S.C. § 512(k)(1)(A).
81. See WIPO Copyright Treaties Implementation and On-Line Copyright
Infringement Liability Limitation, Background and Need for the Legislation,
<http://www.thomas.loc.gov> (visited Nov. 15, 1998).
82. Id. See also §512(b):
[S]ection 512(b) limits the liability of service providers for the practice of
retaining copies, for a limited time, of material that has been made available
online by a person other than the provider, and then transmitted to a subscriber
at his or her direction. The service provider retains the material so that
subsequent requests for the same material can be fulfilled by transmitting the
retained copy, rather than retrieving the material from the original source on the
network.
The benefit of this practice is that it reduces the waiting time on subsequent
requests for the same information. On the other hand, it can result in the delivery
of outdated information to subscribers and can deprive web site operators of
accurate "hit" information-information about the number of requests for
particular material on a web site-from which advertising revenue is frequently
calculated. For this reason, the person making the material available online may
establish rules about updating it, and may utilize technological means to track the
number of "hits."
The Digital Millennium Copyright Act of 1998, U.S. Copyright Office Summary, p. 10
(Dec. 1998).
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operation of a network. To qualify for the common carrier limitation,
an ISP must meet certain threshold standards:
(1) the transmission must be initiated by a person other than the
provider;
(2) the transmission, routing, provision of connections, or copying
must be carried out by an automatic technical process without
selection of material by the service provider;
(3) the service provider must not determine the recipients of the
material;
(4) any intermediate copies must not ordinarily be accessible to
anyone other than the anticipated recipients, and must not be
retained for longer than reasonably necessary;
(5) the material must be transmitted with no modification to its
content.83
As used with respect to all other provisions and limitations set
forth in the act, the term "service provider" is defined in §
512(k)(1)(B) to include entities falling within the scope of §
512(k)(1)(A), as well as "providers of on-line services or network
access or the providers of facilities therefor." This definition is
broader than the definition in § 512(k)(1)(A); the legislative history
states that this definition includes, for example, "providing Internet
access, e-mail, chat room and Web page hosting services. 8 4 To qualify
for limited liability for material stored at the direction of a user, the
ISP must meet the following conditions:
(1) the provider must not have the requisite knowledge of the
infringing activity;
(2) if the provider has the right and ability to control the infringing
activity, it must not receive a financial gain; and
(3) upon receiving proper notification of claimed infringement, the
provider 85must expeditiously take down or block access to the
material.
These conditions clearly apply to the standards of contributory
and vicarious liability. Knowledge and material contribution to
infringement are the two primary elements of contributory liability.
Providing a web site to a subscriber makes potentially infringing
material available to any Internet user that accesses it, and easily
fulfills the contributory liability requirement that the secondary
infringer has materially contributed to the underlying infringing act.

83. 17 U.S.C. § 512(a).
84. See generally Ian C. Ballon & Keith M. Kupferschmid, Third-Party Liability
Under the Digital Millennium Copyright Act: New Liability Limitations and More
Litigationfor ISPs, 3 CYBERSPACE LAWYER 3(1998).
85. 17 U.S.C. § 512 (c).
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The second requirement, knowledge of infringing conduct, is more
difficult to surmise, and is likely to produce heated debate in court as
the legislation is tested and courts are forced to flesh out what
circumstances merit a finding that an ISP knew or had any reason to
know infringement was occurring."
While the DMCA nearly eliminates liability for purely
temporary, transitory digital material, and limits liability for storing
data at a user's direction, it does not eliminate liability for ISPs whose
role is most like a distributor/publisher. In other words, the content
on the ISP's own home page, or any other content it selects for
distribution would not be protected from liability should it infringe
someone's copyright. In those instances where an ISP provides and
selects the content, it is in effect acting as a publisher and/or
distributor of content, and may therefore be held liable. Selecting and
distributing content is wholly unlike the conduct for which the ISP
will receive limited liability. The underlying policy is that an ISP
cannot reasonably be held responsible for the sheer mass of data
flowing through its networks, or residing there at the discretion of any
multitude of subscribers. But when the ISP is itself choosing content,
it may be properly held accountable for that content.
1.

ProceduralRequirements

Where a service provider meets the previous definition, the
DMCA provides that liability is limited only where the service
provider adheres to specific conduct. Namely, ISPs must:
(1) Adopt and implement a policy of terminating accounts of
infringers and/or disabling access to infringing content,
(2) Designate an agent to receive notifications of copyright
infringement,
(3) Inform subscribers and account holders of the notice/takedown policy, and,
(4) Accommodate available technical measures designed at
detecting and/or eliminating copyright infringement.'
86. "Knowledge," under the contributory liability standard is actual or constructive:
[U]nder the knowledge standard, a service provider is eligible for the limitation
on liability only if it does not have actual knowledge of the infringement, is not
aware of facts or circumstances from which infringing activity is apparent, or
upon gaining such knowledge or awareness, responds expeditiously to take the
material down or block access to it.
The Digital Millennium Copyright Act of 1998, U.S. Copyright Office Summary, p. 12
(Dec. 1998).
87. With respect to copyright infringement, technical tools such as digital
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The DMCA imposes additional specific behavioral conditions on
ISPs in order for the ISP to receive a degree of immunity from
liability for third-party acts. Specifically, ISPs will be exempt from
direct, contributory, or vicarious liability for third party copyright
infringement. The primary behavioral steps to which an ISP must
adhere include: 1) designation of an agent, 2) notification, 3) counter
notification, 4) take-down procedure, and 5) adherence to injunctive
orders.
a.

Designation of an Agent

ISPs must designate an agent to receive notifications of copyright
infringement.' On November 3, 1998, the Copyright Office issued a
notice of an interim regulation designed to implement that portion of
the Digital Millennium Copyright Act that requires ISPs to register
with the Register of Copyrights in order to avoid liability for
infringing materials found on their systems. Though there is no
current requirement to file the required information in any particular
way, the Copyright Office now has a web page which suggests forms
for filing, in PDF format.8 9
watermarking allow a copyright owner to track his/her works across the Internet by using
web spider technology. For example, Digimarc (<http://www.digimarc.com>), providers
subscribers with digital watermarking service as well as tracking services:
[M]arcSpider crawls the Web, searching for Digimarc-enhanced images and
reporting back details about when and where they are found. This service allows
Web content developers, photographers, stock photography agencies, and
publishers of entertainment, sports and news images to track their work as it
travels the Web.
Digimarc, (visited Sept. 11, 2000) <http://www.digimarc.com/imaging/prspider.html>; 17
U.S.C. § 512
"Web Spider" defined:
[A] spider is a program that visits Web sites and reads their pages and other
information in order to create entries for a search engine index. The major search
engines on the Web all have such a program, which is also known as a "crawler"
or a "bot."
Spiders are typically programmed to visit sites that have been submitted by their
owners as new or updated. Entire sites or specific pages can be selectively visited
and indexed. Spiders are called spiders because they usually visit many sites in
parallel at the same time, their "legs" spanning a large area of the "web." Spiders
can crawl through a site's pages in several ways. One way is to follow all the
hypertext links in each page until all the pages have been read.
whatis.com, (visited Jan. 5, 1999) <http://whatis.com/spider.htm>.
88. 17 U.S.C. § 512(c)(2).
89. See
ISP
Registration
Guidelines,
(visited
Feb.
10,
1999)
<http://www.lcweb.loc.gov/copyright/onlinesp> providing the following, in part:
[N]ew subsection 512(c) of the copyright law provides limitations on service
provider liability with respect to information residing, at direction of a user, on a
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Where applicable, an agent must also transmit notifications to
subscribers and receive counter notifications in order to retain full
exemption from liability for removing or disabling access to
subscriber content.' Further, the ISP must provide information
including the address, phone number, email address, and any other
information the Register of Copyrights may require so that the agent
may be contacted. This also includes payment of a registration fee to
cover the cost of publishing and maintaining a directory of agents
which is made available in both hard copy and digital format.9"
b. Notification
When a content owner believes its copyrighted work is being
infringed and seeks to compel an ISP to remove the material in
question, it must provide notice to the ISP, subject to certain
requirements. Notification must be a signed, written communication
directed at the ISP's designated agent. This requirement may be
system or network that the service provider controls or operates, if the service
provider has designated an agent for notification of claimed infringement by
providing contact information to the Copyright Office and through the service
provider's publicly accessible web site. 17 U.S.C. 512(c).
[T]he Copyright Office will not examine designations of agents for accuracy
or for compliance with the law or with its regulations. The fact that the Office has
accepted a designation of an agent and has included it in the Office's directory of
agents should not be construed as a judgment by the Office that the designation
is sufficient.
The latest version of interim agent designation is available from the Copyright Office site
(visited Feb. 10, 1999) <http://www.lcweb.loc.gov/copyright/onlinesp/ agenta.pdf>,
requiring service providers who seek limited liability to provide the Copyright Office with:
(1) The full legal name of the service provider;
(2) Alternate names under which the service provider might be doing business;
(3) Name of the agent to receive notice of claimed infringement;
(4) Full address of the agent to which notification should be sent, (a P.O. Box is
not acceptable unless it is the only address that can be used for a geographic
location);
(5) Telephone number of designated agent;
(6) FAX number of designated agent;
(7) Email address of designated agent;
(8) Signature of service provider authorizing the designation of agency.
See also News: Copyright Office - Office Publishes Interim Rule for Limiting Internet ISP
Liability, 57 PATENT, TRADEMARK & COPYRIGHT J. no. 1399 (BNA), (Nov. 5, 1998).

90. See DMCA 17 U.S.C. § 512(g)(2). Subpart (g)(2), which imposes requirements
that ISPs transmit notifications to certain alleged infringers and accept and process
counter notifications in order to retain limited liability. This requirements applies where
content residing at the direction of a subscriber is removed or access is blocked based on
the ISP's good faith belief that the material in question is infringing.
91. See id. § 512(c)(2); See also Designation of Agent to Receive Notification of
Claims of Infringement, 63 Fed. Reg. 592333 (Nov. 3, 1998).
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satisfied by email, since the signature requirement allows both
electronic and physical signatures.92
Even sub-standard notice does not relieve an ISP from the
burden of addressing alleged copyright infringement. The DMCA
does not allow an ISP to simply turn a blind eye where defective
notice is provided. To the contrary, if defective notice is received, the
ISP has a duty to contact the person who submitted it or otherwise
take reasonable steps to obtain proper notification. Failing to do so
could result in the ISP exposing itself to liability for third party
copyright infringement, because the law will hold that the ISP had
knowledge of infringement based upon its receipt of the defective
notice. 93
c. Counter Notification
At first glance, the DMCA appears to favor the copyright
holder's rights. By compelling the ISP to remove first and ask
questions later, the Act seems to grant a presumption in favor of the
legitimacy of a copyright holder's rights. But the Act is not entirely
without protection for the interests of an online service subscriber
whose service is potentially jeopardized by any claim of infringement
brought to the attention of servicing ISP. Perhaps the most important
safety provision concerning the alleged infringer's rights comes from
the DMCA's counter notification requirements, stating essentially,
that the ISP is legally obligated to restore access to material at the
direction of an alleged infringer who feels he or she has been wronged
by an infringement allegation.
Where an online services subscriber receives notice from the ISP
that his or her material is going to be removed due to a claim of
infringement alleged by another party, or, where material has already
been removed, the subscriber may take steps to compel the ISP to
refrain from disturbing material, or replace it where applicable. In
this circumstance, where the alleged infringer provides an ISP with
counter notice that the material in question is not infringing, the ISP
is again subject to various duties in order to preserve its limited
liability.94 Upon receipt of counter notification, the ISP must then
92. See 17 U.S.C. § 512(c)(3)(a).
93. See id. § 512 (d)(2), § 512 (d)(3).
94. Counter notification, like a notification, must be "[a] written communication
provided to the service provider's designated agent..." and must also include:
[A] physical or electronic signature of the alleged infringer;
Identification of the material that was removed or disabled by the Service
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inform the copyright holder that counter notice has been filed, and
that the material will be replaced or access to it restored within 10
days. If the copyright holder intends to pursue the matter and prevent
the material from being replaced or restored, it must then file suit in
an appropriate federal district court within that 10-day period, and
obtain an order restraining the subscriber from engaging in infringing
activity.95
d. Take-Down Procedure
The ISP's response to receipt of notification varies pursuant to
the type of infringement alleged. Obligations include removing
cached material, provided the material was first removed or disabled
from the originating site.96 The ISP must also respond expeditiously to
remove or block access to allegedly infringing works in order to
preserve limited liability. This also includes disabling links or other
information location tools, or material actually stored on its servers
by a user.97
2. Adherence to Injunctive Orders

A liability scheme structured around notice/take-down calls into
question application of U.S. injunction law and the constitutionality
of an ISP disabling access to or removing a third party's digital works.
Where an ISP takes down allegedly infringing material or disables a
user's account pursuant to notice, it is in effect a cyber-seizure of the
data the user was posting and/or the server space the user's data was
occupying.
Under the copyright laws, a copyright owner may seek to
impound infringing material pursuant to 17 U.S.C. § 503 (a) of the
Provider and thelocation where the material appeared before it was removed or
access to it was disabled;
A statement under penalty of perjury that the alleged infringer has a good faith
belief that the material at issue was mistakenly removed or misidentified; and
The alleged infringer's name, address, and telephone number and a statement
that the alleged infringer consents to the jurisdiction of the federal district court
for the judicial district in which that address it provides is located and that it will
accept service of process from the person who provided the original notification.
If the alleged infringer is located outside the United States, the alleged infringer
must include a statement that it consents to the jurisdiction of any U.S. federal
district court in which the service provider may be found.

Id. § 512 (g)(3).
95.
96.
97.

See id.
See id. § 512(c)(E).
See id. § 512 (g)(2).
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1976 Copyright Act, which states:
At any time while an action under this title is pending, the court
may order the impounding, on such terms as it may deem
reasonable, of all copies or phonorecords claimed to have been

made or used in violation of the copyright owner's exclusive rights,

and of all plates, molds,• matrices,
masters,•98tapes, film negatives, or
•
other articles by means of which such copies may be reproduced.
Section 503 (a) provides for impoundment prior to a final
determination that the defendant has infringed a plaintiff's copyright
since the statute specifically states that copies are "claimed to have
been" illicitly produced or used are subject to impoundment. 9' A
court may consider whether to issue a writ of seizure by determining
whether a plaintiff has made out a prima facie claim of copyright
infringement. The test used by a court is whether: 1) the plaintiff
owns a valid copyright of the materials at issue, and 2) the defendant
violated one of the exclusive rights vested in the plaintiff as copyright
holder." A certificate of registration constitutes prima facie evidence
of the validity of the copyright.1"'
In deciding whether to issue a writ of seizure, it is not enough
that the applicant make out a prima facie case of infringement. Courts
must also take into account constitutional safeguards. Section 503 (a)
does not make impoundment a mandatory form of relief. Rather, the
court "may" impound the allegedly infringing materials, and courtordered impoundment must be effected on terms the court deems
reasonable. 2
In an ex parte proceeding, Mitchell v. W. T.Grant Co."'3 provided
that due process requires a court to at least consider five factors when
determining whether to grant relief. The five factors are as follows: 1)
the availability of ex parte prejudgment seizure must be limited to
situations where plaintiff has established that the property to be
seized is of a type that can be readily concealed, disposed of, or
destroyed, 2) the plaintiff must allege specific facts based on actual
knowledge supporting the underlying action and the right of plaintiff
to seize the property, 3) the application for the order of seizure must
be made to a judge rather than to a clerk, 4) the defendant has a right
to a prompt, postseizure hearing to challenge the seizure, and 5) the
98.
99.
100.
101.
102.
103.

17 U.S.C. § 503(a).
Paramount Pictures Corp. v. Doe, 821 F. Supp. 82, 86 (E.D.N.Y. 1993).
See id. at 86.
See 17 U.S.C. § 410(c).
See WPOW, Inc. v. MRLJ Enters., 584 F. Supp. 132, 134-35 (D.D.C. 1984).
Mitchell v. W.T. Grant Co., 416 U.S. 600, 616-618, (1974).
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defendant must be able to recover damages from the plaintiff if the
taking was wrongful and to regain possession of the seized items by
filing a bond."°
Courts, in exercising their discretion established by section 503
(a), have held copyright holders to the standards articulated in both
Mitchell and Rule 65 of the Federal Rules of Civil Procedure.' Rule
65 (b) allows for a temporary restraining order without notice in
circumstances where the plaintiff may suffer irreparable harm, stating
that:
[ex parte injunctive relief will be granted only if] (1) it clearly
appears from specific facts shown by affidavit or by the verified
complaint that immediate and irreparable injury, loss, or damage
will result to the applicant before the adverse party or that party's
attorney can be heard in opposition, and (2) the applicant's
attorney certifies to the court in writing the efforts, if any, which
have been made to give the notice and the
1 6 reasons supporting the
claim that notice should not be required. 0
In Netcom On-Line, the plaintiffs argued that they would suffer
irreparable harm in the form of lost donations where allegedly
infringing materials were posted on the defendant's web site. 107 They
further argued that the nature of the Internet would permit access to
potentially millions of people. The court stated that a likelihood of
continued infringement prior to a hearing, combined with a
reasonable likelihood of success, allowed the court to presume
irreparable injury.' However, the court held that where a defendant
merely made defiant remarks to the effect that he would continue the
allegedly infringing activity-"no local government or court in the
U.S. has the power to tell me otherwise,"-these remarks were not
enough to meet Rule 65 (b)'s requirements for dispensing with
notice.' 9 For the plaintiff to prevail, there must be evidence of the
defendant's propensity to defy a court order, such as evidence that a
defendant is elsewhere engaged primarily in illegitimate and
infringing acts.'10 Finally, a court will also consider whether the
proposed writ adheres to the Fourth Amendment of the
104. See id.
105. See Religious Tech. Ctr. v. Netcom On-Line Communication Serv., 923 F. Supp.
1231 (1995) (hereinafter Netcom On-Line); Paramount,821 F. Supp. at 86; WPOW, 584 F.
Supp. at 134-35.
106. FED. R. Civ. P. 65(B).
107. See Netcom On-Line, 923 F. Supp. at 1239.
108. See id.
109. See id.
110. See id.
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Constitution."'
In Paramount Pictures Corp. v. Doe, the court found plaintiff's
applications for a writ of seizure too broad, and therefore
constitutionally offensive." 2 In Paramount,the proposed seizure order
did not specify with particularity the premises to be searched or the
articles to be seized. Further, the plaintiffs did not describe how they
would determine which materials were infringing once on the
premises, thereby placing the defendants at risk of losing legitimately
owned works.
The DMCA embodies the constitutional and case law developed
doctrines with respect to taking down allegedly infringing material
prior to any formal decision by a judicial body. Under the DMCA,
notice must include a description of the allegedly infringing material,
identification of the underlying copyrighted work, and a statement to
the effect that the complaining party has a good faith belief that the
use of the copyrighted material is being used in an unlawful manner.11 3
With respect to injunctive relief, the DMCA provides that a
court may issue injunctive relief against an ISP in the following forms:
(1) An order restraining the ISP from providing access to
infringing material or activity residing at a particular online site on
the provider's system or network, 4
(2) An order restraining the ISP from providing access to a
subscriber or account holder of the service provider's system or
network who is engaging in infringing activity defined in the order by
terminating service,"5 and
(3) Any catch-all injunctive order the court deems necessary to
stop further infringement provided the material and location in
question are specified in the order and the relief is the least
burdensome possible."6
Where the ISP acts most like a common carrier, however, the
DMCA states that a court may impose injunctive relief via:

111. The right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable search and seizures, shall not be violated, and no Warrants shall
issue, but upon probable cause, supported by Oath or Affirmation, and particularly
describing the place to be searched, and the persons or things to be seized. U.S. CONST.
amend. IV.
112. See Paramount,821 F. Supp at 86.
113. See DMCA, 17 U.S.C. § 512(c)(3)(a).
114. Id. § 512(j)(1)(a)(i).
115. Id. § 512(j)(1)(a)(ii).
116. Id. § 512(j)(1)(a)(iii).
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(1) an order restraining the ISP from providing access to a
subscriber or account holder who is identified by an order, and
terminating the subscriber's accounts, and
(2) an order restraining the ISP from providing access, by taking
reasonable steps specified in the order to block access to a specific,
identified online location outside the U.S."'
This provision specifically authorizes courts to compel an ISP,
subject to U.S. jurisdiction, to block access to content that is
infringing pursuant to U.S. copyright law, even though the content is
located overseas and might not be infringing in its country of origin.
This broad power provides the possibility of U.S. copyright holders
policing infringement of their works on servers or networks located
outside the U.S., provided the foreign based ISP is amenable to
appropriate jurisdiction.
While injunction law varies from country to country, it is
nonetheless useful to construct international take-down guidelines
sufficiently narrow as to limit a user's loss of data or server space.
Doing so preserves not only the user's possible constitutional or other
rights with respect to seizures of material, but also the integrity and
spirit of the Internet as a multifaceted educational, business, social,
and political medium.
II
Europe's Legal Treatment Of ISP Liability For Third-Party
Copyright Infringement
A.

European Union Directive

As it expands electronic commerce within its boarders and
beyond, Europe is also faced with the vexing question of when and
how to hold online intermediaries liable for third party acts of
copyright infringement. In the midst of regulating Internet commerce,
the European Parliament has considered arguments from both
copyright owners and the online service provider community with
respect to conditions that warrant liability for infringement. The
debate is led by a host of competing interests: record producers,
telecommunications
and
electronics
performers, publishers,
companies, ISPs, libraries, and educational institutions, as were the
debates during the passage of the DMCA."8 Copyright holders argue
117.
118.

Id. § 512(j)(1)(a).
More than 400 European musicians and recording artists submitted a petition to
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that tough action is needed to prevent pirates from illegally copying
and distributing music, texts, or films that they have snatched from
online networks without payment. Opponents argue that holding
service providers liable for third party copyright infringement is an
unnecessarily broad measure that will greatly diminish the power of

online business and prevent consumers and libraries from making
innocent copies." 9 Without having concluded whether ISPs may be
properly held accountable for third party copyright infringement, the
EU has nonetheless begun to address issues of copyright liability in
cyberspace, conceding that copyright extends to digital works
transmitted using online mediums."'
Faced with the threat of copyright misappropriation
compromising the viability of an international market, the European
Commission is developing a proposal to limit ISP liability in much the
same vein as the U.S.'s DMCA. The EU's primary focus is on
simplifying behavioral, procedural standards in order to clarify the
responsibility of ISPs for transmitting and storing material at the
direction of third parties. The primary underlying policy is to protect
the digital medium such that electronic commerce is facilitated and
rights are protected for both content owners and service providers. 2'
The EU proposal seeks to eliminate existing legal uncertainties and to
avoid divergent approaches at Member State level. Germany and
the European Parliament requesting stricter Internet protections for their works. A
spokesman for the International Federation of the Phonographic Industry (IFPI) says that
there are typically 300,000 pirated music files on the Internet and that approximately 500
pirates place 70,000 new unlicensed MP3 formatted audio files online each month. The
European efforts parallel those of the Recording Industry Association of America. See EU
Wrestling with Copyright Law, Wired News,
(visited
Feb. 9, 1999)
<http://www.wired.com/news/ news/email/explode-infobeat/politics/story/17788.html>, See
generally International Federation of the Phonographic Industry (IFPI), (visited Feb. 10,
1999) <http://www.ifpi.org/home.html>.
119. See Euro-ISPs: Don't Outlaw Caching, Wired News, (visited Feb. 10, 1999)
<http://www.wired.com/news/news/email/explode-infobeat/politics/
story/17787.html>
(stating that Europe's online service provider community strongly opposes imposition of
liability for cache copies because it would slow Internet data transmissions, potentially
depress electronic commerce, and does little or nothing to guard the property interests of
copyright holders); See generally EuroISPA, a pan-European association of the Internet
service provider associations in the European Union, (visited Feb. 4, 1999)
<http://www.euroispa.org/> (provides information relating to the policy positions of ISPs
in the European Union).
120. See EU Expands Copyright Protection, Wired News, (visited Feb. 11, 1999)
<http://www.wired.com/news/news/email/explode-infobeat/politics/ story/17867.html>.
121. See Electronic commerce: Commission proposes legal framework, (Nov. 18, 1998),
<http://europa.eu.int/rapid/start/cgi/guesten.ksh> (document available through search
engine at cited URL, and can be found using the date and title in the search engine).
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Sweden have already begun to institute ISP liability policy, and other
EU member countries are sure to follow suit. This creates an
incentive for the European Commission to act swiftly to prevent
inconsistency of developing law.'22
Akin to the DMCA, the EU proposal would establish an
exemption from liability for intermediaries where they play a passive
role as a mere conduit of information from third parties and limit
service provider liability for other intermediary activities, such as
storing data at the discretion of a subscriber. The proposal attempts
to strike a balance between the different interests involved in order to
stimulate cooperation between parties, thereby reducing the risk of
future unlawful copying.'23 Rather than inventing new rules, the EU
proposal would be implemented by ensuring that existing EU and
national legislation were effectively enforced. While the laws of each
country remain distinct, the EU will encourage a cooperative
environment among the member states to prevent illegal online
activity. Consequently, the European Commission seeks to encourage
confidence in the single market system, alleviating the fears that
content owners will lose the value of their works and that service
providers could face potentially unlimited liability for content passing
through or stored on its networks by subscribers. Further the EU
proposal would encourage the development of codes of conduct at
EU level by setting up effective, alternative cross-border dispute
settlement systems. The proposal would also require Member States
to provide for fast, efficient legal redress appropriate to the online
environment and would ensure that sanctions for violations of the
rules established under the proposal were effective, proportionate
and dissuasive.'24
B. United Kingdom
In the U.K., ISP liability is controlled by the Copyright, Designs
and Patents Act 1988 ("CDPA").' 25 To date, however, U.K. courts
122. For further discussion of European treatment of ISP liability and future trends,
see Rosa Julia-Barcelo, Liability for On-Line Intermediaries:A European Perspective, 12
E.I.P.R. 453 (1998) (questioning the economic and social impact of the attribution of risks
embodied in any notice and take-down regime of ISP liability, versus simply holding the
ISP altogether exempt, or openly liable).
123. See id.
124. See id.
125. Copyright, Designs and Patents Act, 1988, ch. 48, §§ 16-21, §§ 22-26 (Eng.)
[hereinafter CDPA]; Faculty of Law, University of Amsterdam, Instituut for Information
Law, Liabilityfor On Line Intermediaries(1997).
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have not addressed ISP liability for copyright infringement by third
parties. Primarily, ISPs in the U.K. have dealt with alleged copyright
infringement by removing questionable content upon receipt of
notice by an allegedly wronged party. An examination of U.K.
copyright law is relevant in understanding a potential direction EU
legislative efforts will take as the question of ISP liability continues to
vex lawmakers and create tension between service providers and
content owners.
The CDPA distinguishes between primary and secondary
copyright infringement.'26 Under the U.K. statute, liability for primary
infringement is strict scrutiny, where no knowledge requirement is
present.127 Unlike U.S. copyright law, however, damages are
contingent on the infringer's state of mind. The infringer must have
either known or had reason to know the material copied was
infringing.'28 Primary infringement includes the copying of a work, the
first issuing to the public, and broadcasting or inclusion of a work via
cable transmission."9 Digital transmissions through electronic
networks are included in the right holder's exclusive right to "include
a work in a cable programme service."13 While digital transmissions
are included in the CDPA, the provision appears to apply solely to an
ISP acting as a common carrier. Where digitally transmitted content is
altered, the CDPA excludes online mediums where a user modifies
content."' User-modified content is viewed as a private
communication between the end user and the service provider. The
element of a transmission, which comprises the mere carrying of data,
remains subject to the CDPA's primary infringement provision.'32
Contrasted with a strict interpretation of the CDPA's § 7 (2)(a)
exception is a noteworthy Scottish case where an interlocutory
injunction was granted for copyright infringement on grounds that the
alleged infringer's web site content was in fact part of a cable program
or service and therefore subject to CDPA §§ 16-21.133 The Shetland
126. Primary infringement is dealt with in CDPA §§ 16-21, while secondary
infringement is dealt with in CDPA §§ 22-26.
127. See CDPA, supra note 125, § 97.
128. Note that for other remedies such as injunction, knowledge is not required. See
CDPA, supra note 125, § 97.
129. See id.
130. Id. § 7 (2)(a).
131. See id. §7 (2) (a).
132. See G. DWORKIN & R.D. TAYLOR, BLACKSTONE'S GUIDE TO THE CDPA 196
(1992).
133. See Shetland Times Ltd. v. Willis, Scottish Court of Session, Oct. 24, 1996,
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Times court posited that the CDPA § 7 (2)(a) exception did not apply
because the end user's capacity to alter content was minimal in
reality, the ISP's role was essential to delivery of content contained
on the web site and was therefore subject to analysis and remedy
pursuant to CDPA §§16-21.' Where the entity primarily responsible
for transmitting data in an online medium makes available unlawful
copyrighted works, that entity is effectively the source of the
infringing works and may be held liable. While such a harsh reading
of the copyright laws might appear troublesome, in creating
unwarranted liability for ISPs it is worth reiterating that U.K. courts
have yet to hold an ISP liable for third-party copyright infringement
as the ISPs rapidly remove any sign of infringing works from their
networks. Furthermore, the Scottish case represents only one court's
interpretation of the law in 1996. The CDPA's §7(2)(a) exception
remains part of the ongoing argument to limit ISP liability for thirdparty infringement.135
With respect to secondary infringement, the CDPA provides that
a person must have knowledge or reason to believe they are
contributing to unlawful copying. For an injunction to be granted
under the rubric of secondary infringement a plaintiff must
demonstrate that the defendant possessed the requisite knowledge
with respect to his infringing activity. When analyzing an alleged
infringer's behavior in regard to having a reason to believe infringing
activity was occurring, the standard is whether the alleged infringer
was put on notice to the unlawful copying. 3 6 CDPA § 23 addresses the
secondary copying of a work by issuing a secondary copy to the
public:
[T]he copyright in a work is infringed by a person who, without
the license of the copyright owner(a) possesses in the course of a business,
(b) sells or lets for hire, or offers or exposes for sale or hire,
(c) distributes otherwise than in the course of a business to such
an extent as to affect prejudicially the owner of a copyright, an article
which is, and which he knows or has reason to believe is, an infringing
<http://www.shetland-news.co.uk/opinion.html> (visited Dec. 10, 1998).
134. See id.
135. See N. Bortloff, Die Veranwortlichkeit von Online-Diensten, Ein Uberlick uber
den internationalen Diskussionsstand in den USA, Kanada, Australien, GroBbritannien,
Frankreich,der Schweiz und in Deutschland,5 GRUR Int. 396 (1997).
136. See G. CROWN, COPYRIGHT AND THE INTERNET, COMPUTER LAW AND
PRACTICE 171 (1995/6).
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copy of the work.'37
Secondary infringement appears generally more applicable to
ISP conduct versus primary infringement. For example, where
"possesses" may be construed as being mere presence in digital
format on a computer system,'38 an infringed party may seek redress
by arguing that an ISP's networks "possessed" infringing works and
therefore infringed his copyright. Possession on a network could
potentially include cache copies stored on a proxy server, content on
a subscriber's web site, or any other form of digitized copying
inherent in ISP day-to-day functionality, subject to the caveat that the
ISP would have fulfilled the requisite knowledge component of
secondary infringement. Transient copies or copies incidental to the
ISP's functioning may still fall within the scope of primary
infringement where the ISP makes the first unlawful copy of the

work.'
C.

France

French law provides for pre-suit confiscation of allegedly
infringing material in civil suits.'40 French law grants police power to
confiscate infringing copies on demand of the copyright holder who
has successfully provided documentary evidence of sufficient rights in
the material. Where police confiscation risks delaying or suspending
public performances, the authorization of the president of the
"tribunal de grande instance," (the county court), must be obtained.
Suit must be filed promptly after confiscation.'
Upon filing civil suit, the copyright holder can apply for further
provisional relief on short notice from the court. All orders for
provisional relief remain within the exclusive jurisdiction of the
president of the first-instance courts. Such court may require the
copyright holder to post appropriate bonds to insure against
malicious legal action against the alleged infringer. The court also has
the power to suspend any ongoing manufacture or dissemination of
infringing copies, and order receipts derived from sale of infringing

137.

See id.

138.

See C. GRINGRAS, THE LAWS OF THE INTERNET 199 (1997).

139. See CDPA, supra note 125, § 17.
140. See Article L. 332-1 of the I.P. Code and, for software, under Article L. 132-3 of
the I.P. Code.
141. See InternationalCopyright Law, FRA-124-25, (Matthew Bender 1997).
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works."' At the time a civil trial occurs, the court may issue final
remedies, including the equivalent of a permanent injunction in the
U.S. The court typically awards the injured party damages equivalent
to the harm he has suffered, which include profits derived from the
sale of infringing works, injury to reputation, costs of bringing suit,
and any other consequential commercial damages resulting from the
infringement. 14' Legislation regarding ISP liability for third-party
copyright infringement as not yet been enacted in France. The French
government has, however, designated a special task force to address
the issue, and the group is currently in the development stage.
Pursuant to French law, copyright infringement would probably be
onto the Internet. 45 No cases to
found at the point of transmission
46
issue.1
date have dealt with this
D. Germany
Copyright liability in Germany is governed by the German
Copyright Act (GCA). Under §97 of the GCA it is not required to
show that an infringer had an intent to infringe, or acted negligently,
in order to obtain an injunction. Damages, however, are recoverable
only where the infringement was intentional or the result of
negligence.' The German copyright statute applies elements of the
German Civil Code (GCC).148 As such, where the GCC provides that
direct infringers, along with the U.S. equivalent of vicarious and/or
contributory infringers are all equally and fully liable for damages
arising out of infringement, but like the U.K. statute, liability for
a
infringement not arising out of direct conduct
149 remains subject to
showing a knowledge by the alleged infringer.
Copyright law in Germany grants the injured party a right of
action for preliminary injunctive relief that requires the alleged

142. See id. § 8[1[a].
143. See id. § 8[5][b].
144. See The Software Publishers Association, U.S. Department of Commerce, Office
of Computers and Business Equipment, Electronic Copyright Law in France, (May 2,
1996) <http://www.spa.org/consumer/bus/franc.htm> (visited Apr. 2, 1998) (rapidly
expanding use of the Internet is raising copyright concerns in France. French government
generally views its copyright laws as compatible with the U.S., favoring bilateral
cooperation in developing methods of curtailing online infringement.).
145. See id.
146. See id.
147. See Liabilityfor On Line Intermediaries,supra note 125, at § 3.2.
148. See id.
149. See id.
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infringer to cease and desist allegedly infringing activity, provided

that there is danger the infringement will persist pending the outcome
of a suit. Further, an individual may be entitled to injunctive relief
even where no infringement has yet occurred, but where it is
established that there exists a concrete danger of impending
infringement. The German Code of Civil Procedure is another source
for expeditious temporary injunctive relief."' Plaintiffs may apply for
the destruction of unlawful copies and request that equipment used
for the sole or primary purpose of making infringing copies be
destroyed. The injured party may alternatively request that the
infringing copies or equipment be delivered to him for a reasonable
cost not exceeding production cost. Both remedies are subject to the
condition that the copies and/or equipment belong to or are in the
possession of the alleged infringer. These remedies are also subject to
alternative means of ending infringement, and where such
alternatives exist, the aforementioned relief might not be granted.'51
German copyright law does not presuppose intent to infringe. In
cases where the alleged infringer lacked knowledge of infringement,
either actual or constructive, a court might not require the infringer to
destroy all copies and/or equipment, or send them to the injured party
where the injured party could be expected to accept monetary
compensation instead.152 With respect to third-parties, German law
provides that injunctive relief does apply. Third-parties may be
required to cease public communication or broadcast of copyrighted
works, regardless of whether they have contracted privately to the
contrary.' With respect to constitutionality, Germany's Federal
Constitutional Court has held that guilt is not a requisite component
when issuing injunctions, as an injunction is not a formal penalty. 5 '
ISP liability for third-party copyright infringement is now laid
down in Article 1 § 5 IuKDG, that came into effect August 1, 1998.1"
The most significant deviation from general copyright provisions
provides that an ISP may not be held liable for damages arising out of
third-party copyright infringement. 56 Section 5(4) of the Act retains
150. See id.
151. See id.
152. InternationalCopyright Law, at GER-112, § 8[5][a][ii] (Matthew Bender 1999).
153. See id.
154. See Adolf Dietz, Copyright Law Developments in Germany from 1993-1997,
Revue Internationale du Droit D'Auteur, p. 258 (175, 176, Jan/Apr. 1998).
155. See Informations und Kommunikationsdienste Gesetz Art. 1 § 5 (Aug. 1, 1998).
156. See id. § 5(3).
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the rule to cease and desist infringing activities where the ISP knows
of the infringing activity and has the technical ability to block or
disable access to it.' The injured party can also claim restitution from
the ISP, where the ISP was unlawfully enriched."'

III
The Need For International Procedural Guidelines
In both the U.S. and E.U., the growing tendency is to treat an
ISP more like a common carrier than a distributor or publisher for the
purpose of assessing liability for third-party copyright infringement.
The law is emerging to grant ISPs partial exemption from liability, but
not to exclude ISPs from liability altogether, owing to the unique
functioning of the Internet. As courts and legislators continue to mold
ISP liability standards, it is crucial that developments in substantive
copyright law amendments occur alongside international agreement
to create and adopt standardized procedures so that copyright
holders, ISPs, and alleged infringers can easily follow where copyright
infringement occurs on an international scale.
Internet growth is charging forward with no signs of slowing.
From 1990 to 1997, the estimated number of Internet users grew from
approximately one million to around 70 million. 9 While the United
States still accounts for the large majority of Internet users, the rest of
the world continues to experience growth in usage, as reflected by the
growing number of Internet service providers springing up around the
globe. ' Between 1993 and 1996, the number of Internet hosts in
157. Of particular interest is a recent decision by a Berlin court which held that an
American ISP could properly be held accountable for providing injunctive relief for its
activities in German territory, even though the ISP claimed it was technically unable to
provide it. See NJW 1997, p. 3321 et seq. The decision is questionable under international
law principles because it extends Germany's jurisdiction over injunctive relief beyond its
traditional jurisdictional borders. The NJW court emphasized that international
agreements or German national regulations have not yet been signed. In doing so, the
court weighs the enforceability of German injunction law higher than international or
other agreements.
158. See id.
159. See David N. Townsend, Regulatory Issues for Electronic Commerce: Briefing
Report, Report to the International Telecommunication Union 8th Regulatory Colloquium,
1998, p. 8; Global Internet Project, Internet Foundations:Breaking Technology Bottlenecks
(visited Feb. 4, 1999) <http://www.gip.org>; William J. Cook, Be Wary of Internet Casting
Shadows on Copyright Holders, Chicago Law., Apr. 1996, at 60, 60 (The Internet is
growing at an exponential annual rate of 175%).
160. See World Information Technology and Services Alliance (WITSA), Digital
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Europe increased by about 600%.61 Over the same period, the growth
in Internet hosts in Africa and Asia amounted to an approximate
840% for each region. This expansive growth demands creation of a
viable framework of international procedural standards that equip
copyright holders and alleged infringers with a practicable means of
contacting one another and resolving conflicts on a temporary interim
basis. Until a framework is enacted, the effectiveness of any one
country's substantive copyrights is questionable where infringement
has the potential to cross borders with ease. Technology makes it easy
for infringers to mask their identities, often leaving the ISP the most
obvious party to contact until the underlying substantive copyright
dispute is settled.1 63 If the U.S.'s recent legislative effort, the DMCA,
is any indication of how other countries will treat ISP copyright
liability for third-party infringement, then copyright will be limited by
broad substantive legal exemptions for ISPs, leaving them with
potentially divergent procedural standards to follow in jurisdictions
where they are forced to guard their copyrights.
Divergent standards have the potential to create an ineffective
means of curtailing further infringement pending involvement by a
formal judicial entity. To put an end to further infringement, a
copyright owner would be charged with knowing and understanding
volumes of distinct procedural standards for providing an ISP notice
of infringement. Divergent procedural standards also leave the
copyright owner with potential jurisdictional conflicts where the time
frame for disabling access to infringing material differs from country
to country. This places the copyright owner in a position where it
must face numerous battles in order to protect its rights, all of which
destroy the copyright owner's most valuable weapon against online
infringement: time. Wasting time battling over which take-down
standard would apply, or what form of notice is applicable, allows
infringement to continue in a potentially disastrous manner where the
nature of online data transmission allows for nearly instantaneous
dissemination of copies across the globe."6 The remaining hurdle,
then, is the question of precisely how copyright holders, alleged
infringers, and ISPs should intermingle procedurally to effectuate
Planet-The Global Information Economy, (October, 1998), p. 21, (reports that the
United States of America accounted for 61.9% of Worldwide Internet Hosts).
161. See id.
162. Id.
163. See Edelstein, supra note 4, at 236-238.
164. See Srikantiah, supra note 3, at 1647-48.
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each party's rights, pending judicial or other resolution.
Designing an international notice/take-down standard requires
consideration of the sovereignty of any given country's individual
substantive copyright law. While it is impractical to include every
potential caveat of individual laws in each country, it is feasible to
generate a set of procedural guidelines applicable to all. Having
examined both case law and legislative efforts in the U.S. and abroad,
four viable behavioral elements appear to be essential: 1) designation
of an agent to receive notice of infringement, 2) presumption of
jurisdiction over the matter in the state where the ISP resides and
accepts notice, but not necessarily in the jurisdiction where the
copyright owner resides, 3) expeditious take-down pending formal
resolution by a judicial body, and, 4) reasonable restoration of
material or access to material where legitimate counter notification is
presented to the ISP.
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A.

Suggested Organizations to Implement International Guidelines

1.

WIPO

A guardian and promoter of international property rights, The
World Intellectual Property Organization (WIPO) sits poised in a
strategic position to implement international notice and take-down
policy guidelines. In the same spirit with which the WIPO Copyright
Treaties were created,165 WIPO is suitable to address the complex
issues that raise when copyright infringement spans international
borders. In fact, WIPO has already begun to develop
recommendations for trademark dispute resolution concerning
Internet

domain

names.'66

Extending

its

international

dispute

165. In December 1996, WIPO convened more than 160 delegations in order to
conclude new agreements covering the protection of copyright and neighboring rights in
digital environments. The resulting two treaties contain broad provisions designed to
apply to a variety of situations involving information technologies, including digital
recordings, satellite broadcasts, and Internet transmissions. See Convention Establishing
the World Intellectual Property Organization ("WIPO"), July 14, 1967, 21 U.S.T. 1749,
828 U.N.T.S. 3; WIPO is a specialized United Nations agency established in 1970 with the
goal of " . .. [p]romoting respect for, and the protection of, intellectual property
throughout the world."; See also 36 I.L.M. 76 (detailing protection of performers,
producers of phonograms, and broadcasting organizations in light of technological
WIPO Press Release No. 105 (visited Feb. 1, 1998),
advancements);
<http://www.wipo.org/eng/diplconf/distrib/pressl05.htm>; WIPO Copyright Treaty, World
Intellectual Property Organization Performances and Phonograms Treaty, adopted by
Diplomatic Conference at Geneva, Dec. 20, 1996, WIPO Press Release No. 106 (visited
Feb. 1, 1997), <http://www.wipo.org/eng/diplconf/distrib/pressl06.htm>; For further
discussion of the WIPO copyright treaties, see Mort, supra note 5, at 175.
166. See World Intellectual Property Organization, The Management of Internet
Names and Addresses: Intellectual Property Issues: Final Report of the WIPO Internet
Domain Name Process (April 30, 1999) <http://wipo2.wipo.int/process1/report/
finalreport.html> (discusses dispute resolution issues such as: 1. The Internet, Domain
Names and the WIPO Process, 2. Avoiding Disjunction Between Cyberspace and the Rest
of the World: Practices Designed to Minimize Conflicts Arising out of Domain Name
Registrations, and 3. Resolving Conflicts in a Multijurisdictional World with a Global
Medium: Uniform Dispute-Resolution Procedures) [hereinafterWIPO Process].
A recurring dominant theme in the WIPO recommendations suggests that
effective communication between trademark holders, domain name registrants, and
administrative bodies must be an integral part of an effective international system of
guarding intellectual property rights in cyberspace: "Insofar as practical, an endeavor
should be made to avoid having two autonomous systems that live in ignorance of each
other-the DNS in cyberspace, and the intellectual property system of identifiers as
developed before the arrival of the Internet." See WIPO Process, supra note 166, at $ 47.
See also Neville Nankivell, CONFRONTING THE CYBER-PIRATES: Ottowa
Conference holds the line on e-commerce, The Financial Post, Sec. 1, p. 25 (Oct. 15, 1998).
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resolution policy guidelines to address copyright infringement
procedures seems a natural extension of WIPO's existing philosophy
regarding facilitation of international disputes over intellectual
property rights.
Further support for WIPO being the appropriate body to
administer international notice and take down guidelines stems from
its position on multijurisdictional conflicts and the legal effect that a
set of international guidelines would have on a party involved in a
dispute over intellectual property rights surrounding trademark
interests in top level domain names, (TLDs). WIPO recognizes the
interest of expeditious conflict resolution, but refuses to set aside the
importance of respecting the sovereignty of each nation's laws.'67
Recognizing the difficulty that litigating from one country to the next
may present to a trademark owner, WIPO encourages alternatives to
traditional judicial conflict resolution. WIPO stresses that alternative
dispute resolution saves both money and time, and aids in producing
more consistent behavioral or procedural standards than litigation in
varied countries.6
2.

WTO

The World Trade Organization (WTO) was created as part of
the General Agreement on Tariffs and Trade (GATT) revision
signed April 15, 1994.169 The WTO administers a system to settle
167. See WIPO Process, supra note 166, at 1 138-140: "[I]t is recommended that any
dispute-resolution system alternative to litigation that may be adopted for domain name
disputes should not deny the parties to the dispute access to court litigation." Id.
168. See id. at 1 148-151: Guiding Principles for the Design of an Alternative
Dispute-Resolution [ADR] Policy:
While, as mentioned above, there appears to be a desire to preserve the right to
litigate a domain name dispute, court litigation may have several limitations as a
means of dealing with such disputes. In particular, because of the
multijurisdictional character of many such disputes, court actions in several
countries may be necessary in order to obtain an effective solution. In addition,
in some countries, the court system suffers from dysfunction, with the
consequence that decisions cannot be obtained within a period of time which is
commensurate with the speed with which damage can be done by virtue of an
infringing domain name. As indicated above, the cost of litigation stands in stark
contrast to the cost of obtaining a domain name registration. Finally, there is a
possibility that, with a number of different courts in several countries being
involved with domain name disputes, inconsistent decisions may be given or
inconsistent principles concerning the relationship between domain names and
intellectual property rights may emerge from such decisions.
Id.
169. See General Agreement on Tariffs and Trade: Multilateral Trade Negotiations
Final Act Embodying the Results of the Uruguay Round of Trade Negotiations, Apr. 15,
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disputes and institute sanctions among noncompliant countries."" As
part of the 1994 revision of the GATT, the Agreement on TradeRelated Aspects of Intellectual Property Rights, (hereinafter TRIPs
Agreement), established the WTO and created an enforcement
structure to safeguard international intellectual property rights.'71
WIPO remains the dominant player in creating substantive
intellectual property law,' but this does not preclude entirely the
potential role the WTO might take with respect to procedural
requirement that assist in protecting the substantive law of copyright.
The TRIPs Agreement incorporated the substantive rights of the
Berne, Rome, and Paris Conventions.'73 With respect to implementing
international take down standards of conduct in copyright
infringement claims, the TRIPs Agreement provides intellectual
property rights enforcement and dispute resolution mechanisms with
an underlying policy of: 1) facilitating fair and equitable enforcement
of rights, and, 2) deterring future infringement.' Noncompliance with
the TRIPs dispute resolution mechanisms nullifies the benefits a
member country would otherwise receive."'
The TRIPs enforcement arm creates no new substantive rights,
but seeks only to enforce compliance with existing substantive rights
of member countries.'76 Without having to interpret or select the law

applicable to any given copyright infringement claim that occurs on
an international basis, the WTO can effectively implement procedural
guidelines to at minimum place parties to any controversy in a
position where they can take the next step of litigating the matter.
This relieves the WTO from making any jurisdictional
determinations, or concluding which party should prevail. The
1994, 33 I.L.M. 1125 (1994).
170. See Paul Marett, Marett: Intellectual Property Law 230, 234-37 (1996).
171. See TRIPs Agreement, infra note 173; see Marett, supra note 170 at 236-39.
172. See Mort, supra note 5, at 185-87.
173. For general discussion of the TRIPs agreement and the contrast of its provisions
with existing international laws, see Adrian Otten & Hannu Wager, Nature and Scope of
the Agreement: Compliance with TRIPs: The Emerging World View, 29 VAND. J.
TRANSNAT'L L. 391 (1996); WTO Group to ProposeAccord with WIPO on Coordinating
Intellectual Property,12 INT'L TRADE REP. (BNA) No. 38, at 1598 (Sept. 27, 1995); J.H.
Reichman, Universal Minimum Standards of Intellectual Property Protection Under the
TRIPs Component of the WTO Agreement, 29 Int'l Law. 345 (1995); John G. Byrne,
Comment, Changes on the Frontier of Intellectual Property Law: An Overview of the
Changes Required by GA TT, 34 DuQ. L. REV. 121 (1995); Mort, supra note 5, at 173.
174. See TRIPs Agreement, supranote 173, arts. 41-60.
175. See id. art. 64.
176. See Mort, supra note 5, at 187.
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proposed procedures set forth in this article are just that: procedures.
They act to provide interim protection for copyright holders, ISPs,
and alleged infringers until the matter is settled privately or in a court
of law. The international take down guidelines also fit squarely within
the TRIPs Agreement underlying policy of balancing rights and
deterring future infringement by making copyright infringement more
difficult to accomplish in an international digital community that has
swift and effective access to block copyright infringement and identify
alleged infringers.
B.

Elements of International Procedural Guidelines

1. Designationof an Agent to Receive Notification of Copyright
Infringement

Perhaps the most fearsome element of placing copyrighted works
on the Internet is the possibility for rapid dissemination of that work
should it fall into the wrong hands."' Where infringement originates
in a country other than that of the content owner, the risk of loss
increases if the content owner lacks the technical ability to contact an
ISP whose services are being used to unlawfully distribute material.178
In light of the propensity for increased harm due to international
distribution of copyrighted works, content owners must have at their
fingertips the ability to contact an ISP and report infringing activity
with a measurable degree of certainty.
Clear designation of an agent to receive notice of infringement is
a relatively simple technological fix that saves the copyright holder
time by eliminating research of an ISP's proper contact person, or
address, or interpretation of language on any given ISP web site. The
nature of online service today dictates that ISPs, for business
purposes, each have a home page. ISP home pages generally provide
at minimum information about the services the ISP provides,

177. Copyright holders also face the difficulty of tracking the infringement to an
identifiable user. Where multiple users have access to online service, it may be impossible
to identify the precise individual who infringed, but it may still be possible to identify the
named account holder responsible for the web site, ftp site, or other online venue through
which infringement occurred, which would allow an ISP to terminate or otherwise disable
access to the account at issue, pending final resolution of the underlying act of
infringement. For further discussion of the difficulty of tracing unlawful online activity, see
Keith J. Epstein and Bill Tancer, Enforcement of Use Limitations by Internet Service
Providers: "How to Stop that Hacker, Cracker, Spammer, Spoofer, Flamer, Bomber," 19
HASTINGS COMM/ENT L.J. 661,681 (1997).
178.

See id.
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customer use policies, and contact information. Further, where a user
places its web site on an ISP's networks, a visitor to that page can
determine the underlying ISP.179 Pursuant to the proposed guidelines,

participating countries would disseminate information to its ISPs
indicating a standard location and appearance of agent designation on
an ISP's home page. To overcome language barriers, agent
designation should be denoted by a standard icon easily recognizable
by any visitor. While it would be unreasonable to require all ISPs to
translate their pages to accommodate all languages, it is entirely
feasible to charge them with the responsibility of employing the
standard icon, and at minimum provide the name and other agent
information in three to four widely used languages.
Providing a clear link on any given ISP web site allows an
infringed party to immediately contact that ISP's agent to report
infringement. The ISP's online agent designation should include: 1) a
link to the ISP agent's email, 2) phone numbers to 24-hour technical
support where available, 3) a digitized infringement report form any
user can fill out and send in immediately through that site and, 4)
technical provision for a return receipt to the copyright holder
informing them that the notice was received and a response will be
rendered within one business day.
By designating an agent, the ISP will, at minimum, have
presumptively conceded to personal jurisdiction in its place of origin
with regard to the underlying copyright action. The ISP will not,
however, have conceded to jurisdiction in a foreign jurisdiction simply
by receipt and acceptance of notice from a foreign country. This
preserves each country's substantive copyright laws, while securing
jurisdiction over the matter where the ISP resides. An ISP and/or
alleged infringer may eventually be subject to jurisdiction in a foreign
forum, but the proposed international procedural guidelines should
not act as a deterrent to active participation by ISPs in fear that by
adhering to those procedures the ISPs are also potentially conceding
jurisdiction around the globe. Having designated an agent to receive
179. Another possible solution is for ISPs to require, as part of grating subscriber
service, inclusion of the agent notification icon on any web page that ISP hosts for the
subscriber. The icon would be placed in a standard position on users' web pages, in the
lower right hand corner, for example. Clicking the icon would hot link the copyright
holder to the ISP's primary page to report infringement. Clearly, this solution lacks
business appeal. Both private parties and business entities have a vested interest in
designing their pages however they please, and inclusion of icons on every web page on a
site could detract from the aesthetic appeal of a page, as well as create a feeling of
destroyed privacy where the ISP itself is "present" throughout the site.
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notice of copyright infringement, ISPs
aid copyright holders in stopping
maintaining its legitimate interest in
protection and procedural recourse
infringement is alleged.

should then be encouraged to
further infringement, while
providing its customers with
where wrongful or disputed

2. Expeditious Take-Down of Allegedly Infringing Works/Restoration Upon
Counter Notification
As part of doing business globally, ISPs should agree to comply
with an overall sentiment supporting content owner confidence and
discouraging copyright infringement, put forth by the appropriate
notification
a reliable
With
organization.18
implementing
infrastructure in place, ISPs will be better able to remove allegedly
infringing works quick enough to prevent extensive loss where online
distribution crosses boarders.
To encourage expeditious take-down on an international basis,
member countries should include in their substantive copyright
legislation provisions that remove limited liability where an ISP failed
to take down allegedly infringing material in a reasonably expeditious
manner. In other words, where a German ISP fails to take down
material alleged to be infringing by a U.K. citizen, and then that U.K.
citizen is forced to seek redress in a German court for jurisdictional
purposes, then the German court should consider the failure to take
down and hold the ISP liable accordingly.
To safeguard the interests of all Internet users against malicious
or fraudulent claims of copyright infringement, ISPs will restore
material or access to material alleged to be infringing provided the
alleged infringer sends the ISP a colorable claim of fair use, or any
other exception to the copyright laws which the alleged infringer
believes excludes it from liability for material at issue.
IV
Conclusion
Legislative efforts in the U.S. and the E.U. provide
foreshadowing of ISP liability for third-party copyright infringement.
The emerging standard protects ISPs from most liability for thirdparty acts. Most ISPs provide services beyond traditional data
conduits, however, and thus ISPs are responsible for minimum
adherence to preventative and protective behavior to shield its
180. WIPO or WTO, see supra text accompanying notes 155-168.
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subscribers and copyright owners involved in copyright disputes. Like
the obligations imposed on ISPs in the DMCA, the trend is to hold
ISPs to a largely reactive standard of conduct. The ISP would
therefore be obligated to assist both copyright owners and alleged
infringers in guarding their rights once infringement is alleged.
Creating international procedural standards is consistent with this
emerging trend or reactive liability for ISPs, and takes a step further
to facilitate expeditious removal of infringing material. It also creates
an effective means for alleged infringers to protect their interests
where they dispute the copyright holder's claim, but judicial
resolution has not yet been achieved.
International standards for copyright protection must occur in
the spirit of freely disseminating information and encouraging the
broadest communication possible. International procedural guidelines
implemented by the WTO and WIPO would strike a balance between
the interests of copyright holders, ISPs, and alleged infringers without
having to overcome the impracticable burden of creating uniform,
substantive global copyrights. Creating the capacity for copyright
holders to locate and contact an ISP by means of easily recognizable
symbols located on the ISP's home page saves the copyright owner
time and places them in a more strategic position to prevent further
infringement. On balance, granting alleged infringers a way to restore
their works where they genuinely believe they have not infringed a
copyright guards against copyright holders having excessive power to
police material exchanged in online mediums. While the legislative or
court-mandated trend may be to grant ISPs varying exemptions from
liability for third-party copyright infringement, ISPs should still bear
some procedural responsibility that ensures consistent procedural
standards of conduct. As commerce, politics, and business continue to
intermingle on an global scale, the time is ripe for implementing
international procedural take down guidelines to address the danger
of cross-boarder copyright infringement.

